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Alternative DNS Servers

This book examines many of the
best DNS servers available. The
book covers each server's benefits
and disadvantages, as well as how
to configure and deploy it, and
integrate it into your network
infrastructure. It describes the
different scenarios where each
server is particularly useful, so you
can choose the most suitable server
for your site.

The book also explains how DNS
data can be stored in LDAP
directories and SQL databases. This
lets you build robust DNS systems
that can be automated, and can be
managed by multiple, distributed,
system managers. There is an
extensive tutorial on using LDAP
with DNS.

Other important topics covered
include: performance, security
issues, integration with DHCP,
DNSSEC, internationalization, and
specialized DNS servers designed
for some unusual purposes.
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Preface

What's different about this book

This book concentrates on two particular aspects of using the DNS:

1.

Whereas most DNS documentation discusses only the BIND program (Berkeley Inter-
net Name Daemon), there are other implementations, which might be better suited to
your requirements. For example, MaraDNS is amazingly easy to set up, and NSD has
wonderful performance. We cover all the important alternative programs (and some
special features of BIND as well). We explain what environments they are particularly
suited for, and their advantages and disadvantages, and describe in detail how to im-
plement and manage them.

Traditionally, DNS data is kept in flat, plain text, files. Many of the servers we cover,
and the extensions to BIND, let you store your DNS data in SQL databases, LDAP
directories, or other special formats. We explain why you might want to do this -
primarily because it lets you automate your DNS management, and integrate it with
the rest of your systems — and how to implement these back-end data stores.

In addition we cover many other interesting topics, such as secure DNS (DNSSEC), Dy-
namic DNS with DHCP, DNS blacklists especially for mail system administrators, load bal-
ancing with the DNS, and implementing your own DNS servers in Perl.

Who should read this book

This book is aimed at three broad groups of people:

1.

Systems administrators setting up a new DNS infrastructure, redesigning an existing
one, or who just want to manage an existing system better.

. Consultants recommending or implementing DNS solutions for customers, perhaps

running them as an outsourced service.

. IT or Network managers who need to understand what'’s involved in getting a DNS

infrastructure up and running.

We cover the needs of all sizes of organization, from small Small Office / Home Office net-
works requiring simple DNS services, to corporate networks and ISPs requiring high perfor-
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xxxii PREFACE

mance and very reliable services for public Internet use and for internal systems. Whichever
group you belong to, this book addresses you requirements:

¢ If you haven’t implemented a DNS server yet, or are considering moving to a different
server:

— We show what'’s involved, from installation through to ongoing management.

— We help you choose the server best suited to your environment. For each server
we include a feature chart, showing you at a glance the particular server’s benefits
and drawbacks.

— We show you how to build a simple test environment to evaluate the different
servers. We show how to run the performance tests, and give you our test results.

¢ If you have an existing DNS system:

- You may be using only basic features, and want to investigate further facilities
that might be useful.

- You may want to investigate whether a change of server would improve perfor-
mance, or streamline your system management or allow you to automate it.

¢ Installing your chosen server is only the first step — there’s a lot more to running a
professional DNS setup. Whether you are managing a new or existing DNS system:

- You may want to simplify your system administration, or automate it, and/or
integrate your DNS data into a corporate database or LDAP directory. We discuss
the storage schemes used by DNS servers that support relational databases or
LDAP directories, and show you how to add and modify DNS entries

— If you are currently expanding your network, we show you how to configure
standalone internal servers for private networks, as well as providing public DNS
service to users on the Internet connecting to your public services such as Web
and e-mail servers.

— We explain how to implement dynamic DNS, and provide workarounds if the
server software of your choice doesn’t support the standard for updating DNS
directly. We explain how to get Dynamic DNS and DHCP to work together.

— We show you how to implement DNS blacklists, to reduce the spam load on your
e-mail system.

- If you like programming, we show you how you can create your own name
special-purpose servers in Perl.

— In addition to the security requirements of the individual programs, we show you
how to protect your DNS servers by implementing TSIG, and how you protect and
validate DNS replies with DNSSEC.

— We explain how to handle Internationalized Domain Names (IDNA).

All configurations tested are included in the book or on the companion Web site, so you
can use them as a basis for your own implementation. Sample code is provided where
appropriate, as well as detailed configuration descriptions.
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Organization of the book

The book is in three parts, as shown in the Figure. On first reading you should read Part I,
i.e. chapters 1-3, in order, although you can skip chapters 1 and 2 if you are a DNS expert.
If you haven’t decided which server to implement, skim through the individual servers in
Part II, to familiarize yourself with what’s available, and then concentrate on the relevant
server(s). Finally, but before you start your implementation — so you're aware of the whole
picture in advance — read Part III, which tells you about operational issues that you should
factor in right from the beginning.

Part |

Material common to all servers:
- overview of DNS

- storing DNS data

... etc.

Part Il
Detailed coverage l l ] l

of the individual MaraDNSl PowerDNSl | tinydns | | |
authoritative servers ‘ I ] I

Configuring caching
(recursive) servers,
and private roots

Part lll

Material common to all servers:
- management

- performance

- security

... etc.

At the end of each chapter, a section called Related topics points you to other chapters that
relate to what you are currently reading. For example, when we discuss a programmable
back-end for one brand! of name server, we point you to other brands that have similar
capabilities, or to a chapter where we discuss a different way of solving a similar problem.

Installation instructions for servers are in the Notes sections at the end of each chapter,
rather than in the chapter proper. This is for two reasons. First, many UNIX and GNU/Linux
distributions have pre-built packages for the various brands of server, so you can install us-
ing your distribution’s standard installation manager instead of using server-specific pro-
cedures. Secondly, you're likely to install only one or two of the servers, so the installation
instructions for most of the servers will be irrelevant to you.

1We use the term “brand” of name server to distinguish between MyDNS, BIND, tinydns etc. Phrases such as “type
of name server” could be ambiguous, perhaps suggesting a particular feature (such as SQL support), rather than
meaning “brand X”.
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What you need to know

This isn’t a beginners book. We assume a basic understanding of the Domain Name System,
although we do fast-forward you over the essentials, and scenarios for the many different
types of DNS installation. Also, you need basic to intermediate UNIX or GNU/Linux skills
to work with the programs in this book. For example, you should feel comfortable creating
and editing files, starting and stopping services, checking content of log files, etc.

We cover two broad categories of DNS servers: (a) servers that store their DNS data
in text files. (b) servers that store their DNS data in an SQL database or LDAP directory
back-end. For the servers using flat-file data, you don’t need to know anything about SQL
or LDAP, and you can skip the SQL and LDAP sections completely. For servers with SQL
or LDAP back-ends, you should additionally be familiar with your SQL database system
or LDAP directory server. For SQL, you should be able to create database tables, under-
stand basic SQL statements, and understand how to manage your SQL database system. For
LDAP, you should be familiar with entries, attribute types and LDIF, be able to add, modify
and delete entries in your directory, and know how to perform the basic administration of
your directory server.

Some servers offer both SQL and LDAP back-ends. You can skip the parts that don't
interest you: if you're interested only in SQL, you don’t need to know anything about LDAP
and can skip the LDAP sections, and vice versa. Because of this, we occasionally duplicate
information relevant to both types of back-end, so that each section is complete in itself.

In the Notes and further reading sections of each chapter, we point you to books, good tools
or interesting sites that complement this book.

Platforms supported

The programs discussed in this book run on most modern *nix? flavors including UNIX,
FreeBSD, GNU/Linux, and Mac OS X. Some of the programs also run natively on Microsoft
Windows and we show you how you implement them.

For some brands of name server, you will need an SQL database (such as PostgreSQL or
MySQL) or an LDAP directory server in which DNS data is stored. We show you how to
obtain a free, pre-packaged OpenLDAP server.

Conventions used in this book

¢ Sample code, and names of directories, operating system functions and files, are set in
a fixed-width font (e.g. resolv.conf ).

¢ In commands, scripts and files, we indicate a continuation line with a backslash (“\”)
if the shell or whatever allows that syntax; otherwise we use “«". If the output of a
command is too wide, we break it onto more than a single line and indicate the break
with “—".

2We use the term *nix throughout to indicate a UNIX or a GNU/Linux platform.
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¢ Command-line invocations are shown with their output (if any), although we do trun-
cate output if necessary. Commands that you run as a non-privileged user have a
dollar prompt:

$ dig www.qupps.biz

whereas privileged (root) commands have a hash (sharp) prompt:

# mkdir /etc/unbound

e Throughout the book we refer to domain qupps.biz. We registered this for a fictitious
company invented for this book, called Quite Unusual People, Products and Services.

¢ Throughout the book we discuss tools that we’ve created for demonstration purposes.
You can download a file containing the whole lot at the book’s Web site (http:/
www.uit.co.uk/altdns ), and we indicate individual files you can download with a
number, for example, (O D001), that points to a link specifically for that item.

Suggestions and comments on this book

The author and publisher welcome feedback from all readers. If you have any comments
on this book, would like to make a suggestion, or have noticed an error, please e-mail us at
altdns@uit.co.uk
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Part

Preparation

Chapter 1 introduces you to the Domain Name System. Chapter 2 shows you
how DNS resource records are stored. (You can skip these chapters if you are a
DNS expert.) Chapter 3 explains what you will need to set up the name servers
that we cover, and introduces you to dig, the DNS lookup tool.






Chapter

Introduction to the DNS

When you have disciplined thought, you
don’t need bureaucracy.

Jim Collins

1.1 The Domain Name System — overview and terminology
1.2 Deployment issues with DNS servers

1.3 Features you might want to have in a name server

1.4 Scenarios of name server deployment

Introduction

This chapter is a quick introduction to the Domain Name System. We fast-forward you over the ter-
minology we’ll need throughout the book, and in particular explain the different types of functions
performed by name servers, how they are commonly named, and where you locate your servers on
your network.

Copyright © UIT Cambridge Ltd. 2009. All rights reserved. For personal and noncommercial use only. Cheats will have fingers removed.



4 Alternative DNS Servers — Jan-Piet Mens

1.1 The Domain Name System — overview and terminology

The Domain Name System (DNS) denotes both the worldwide system that your computers
use to translate between machine names and network addresses, and also the software that
you use to perform and manage these translations. For example, the name google.com maps
to the address 72.14.207.99 and vice versa; it is the DNS that enables this mapping.

A survey taken in October 2007 (see Notes) estimates that there are over eleven million
DNS name servers on the public Internet, excluding the private name servers on networks
within organizations. DNS is a very important technology.

1.1.1 The DNS tree

Remember what the DNS is all about: we want to refer to machines at remote sites on the
Internet by name rather than IP number, e.g. to connect to the Web site www.tcpdump.org or
send e-mail to fred@example.com . (DNS is also used internally, within your organization,
but we’ll ignore that for now while we concentrate on the big issue of using DNS on the
Internet.)

Before domains were thought of, there was a single file called HOSTS.TXTthat contained
the names and IP numbers of every host on the Internet. This was maintained centrally
by a couple of volunteers. Machine names were simple one-part names without any dots.
When you gave a name to a new machine, it had to be unique across the whole Internet. To
add a new machine to your site you had to coordinate with the HOSTS.TXTfile maintainers,
who entered the changes in the HOSTS.TXTfile for you. Every site on the Internet had to
download a fresh copy of the HOSTS.TXTfile periodically (Figure 1.1). Translating a name to

/ HOSTS.TXT
1o g%e&rr twice a Zveel?j S —

 TXT was update - \

by operators at SRI-NIC HOSTS.TXT \ —

HOSTS.TXT

computers periodically
retrieve HOSTS.TXT via
anonymous FTP

Figure 1.1: hosts.txt ~ was distributed via FTP

an IP address involved looking up names and IP numbers in this file. As the Internet grew,
this arrangement became unmanageable and the DNS was introduced instead, in the 1980s.
How domains are named in the DNS

DNS names are organized hierarchically in a tree structure (Figure 1.2) like the names of
files and directories on disk. In Unix and Linux, the full “pathname” of a file is the basic
filename (for example readme.txt ), combined with the path to the file from the root (e.g.

Copyright © UIT Cambridge Ltd. 2009. All rights reserved. For personal and noncommercial use only. Cheats will have fingers removed.



Chapter 1. Introduction to the DNS 5

(nameless root)

com edu gov net org au ca de

debian gnu  wireshark ... tcpdump

austin uk almaden www.ibm.com

A AN
A

Figure 1.2: Tree structure of DNS names

individual hosts

lusr/local/doc/readme.txt )- DNS naming works in much the same way. The basic name
of a node in the DNS tree is called its simple name.

A node’s fully-qualified domain name (FQDN), i.e. its full name, is its simple name followed
by the names of each of its parents in turn, separated by dots instead of slashes. In Figure
1.2 the FQDN of the node ns is ns.austin.ibm.com. Note that in DNS the most significant parts
are on the right, whereas in a file pathname they are on the left.

An individual node in the DNS tree is also called a label; it’s limited to 63 characters and
must not contain a period (just as in the *nix file system a filename must not contain a slash).
The depth of the DNS tree is limited to 127 levels, and a fully qualified domain name is
limited to 255 characters (including the dot separators).

A domain is a node in the naming tree, plus all its children, grandchildren, etc., if it has
any; its domain name is the full name of the node. E.g. ibm.com is the name of the domain
consisting of the whole sub-tree highlighted in gray in Figure 1.2, including the ibm node
itself, right down to the individual machines. Your DNS domain is a specific part of the
name space that is dedicated to you, so you can create your own names without clashing
with anyone else’s.

A hierarchy or tree structure avoids name clashes if you simply insist that no two chil-
dren of the same parent have the same name. E.g. two different children of .com can’t
have the same name, so you're not allowed to have two separate domains called ibm.com
and ibm.com. However, IBM can have a machine called www and you can have one called
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6 Alternative DNS Servers — Jan-Piet Mens

www too, because they are not children of the same parent; their full domain names are
www.ibm.com and www.example.com so there’s no ambiguity. (Files name work in exactly the
same way: you can’t have two files of the same name in the same directory. However, you
can have the same basic filename, e.g. readme.txt , in many different directories, because
the full pathname of the file is unique. Pathnames let you refer unambiguously to any file.)

The root of the tree has no name but is sometimes represented as a single dot (which,
in this chapter only, we often show as ® to make it more visible), for ease of reference or to
emphasize the “tree-ness” of a name. Similarly, fully-qualified domain names (FQDNs) are
often written with a trailing dot, e.g. “bob.example.come” to emphasize or indicate that they
are fully-qualified and go all the way back to the root.

Subdomains

Just as a file directory can contain sub-directories, a domain can contains subdomains. The
root domain e contains all the subdomains .com, .edu, .org, .uk, etc. (and therefore contains
the entire DNS tree). In turn, the .com domain has subdomains hp.com, ibm.com, sun.com, etc.
and each of these has its own subdomains too. E.g. ibm.com contains every domain whose
name ends with “.ibm.com”, including zurich.ibm.com, which in turn contains anything that
ends with “.zurich.ibm.com”.

By the way, the name of an individual machine, e.g. mx3.sun.com, is a “domain name”
because the name is a node in the DNS tree. The only thing in this domain is the machine
itself. In practice the name of a single machine isn’t usually referred to as a domain, even
though we frequently do refer to the “domain name of a host”.

1.1.2 Name resolution

When you visit a Web site, you enter the domain name of the site in the browser’s address
bar. The Web site name must be translated to a numeric IP network address for the browser
to be able to connect to the Web server, because, at the lowest level, TCP/IP can use only
numeric addresses. This process of translating a domain name to an address is called resolv-
ing or name resolution; it is performed in a number of steps via a number of DNS servers, as
we'll see in the example in Section 1.1.4.

1.1.3 DNS packets

One of the DNS standards documents, RFC 1035, requires that DNS messages are sent over
the UDP protocol, and that their data payload is at most 512 octets (8-bit bytes) — to reduce
the chance of fragmentation occurring, which would render the message useless. Because
of this, most modern DNS software will not use larger UDP datagram packets.

However, some queries can require larger answers. (For example, queries that return
multiple address records for a single domain name, or large DNS security keys.) If the an-
swer to a query won't fit in 512 octets, the server returns whatever will fit, and sets the TC
(content truncated) bit in the answer header. This should cause the DNS client to retry the
query over TCP instead of over UDP. TCP is an “expensive” protocol, in network resource
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terms, to use for a simple thing like a DNS query, and it should be avoided wherever possi-
ble.

We discuss in Chapter 22 that larger UDP datagrams are possible with DNS extensions.
We rarely have to consider whether TCP needs to be used, except when one server is trans-
ferring to a backup server all the data about a whole domain, and we'll cover that explicitly.

1.1.4 An example — translating domain name  www.qupps.biz to an address

To illustrate the various functions and components of the DNS, we're going to look in detail
at an example of how a client computer uses the DNS to translate a name. After that we’ll
examine each of the steps in more detail, referring back to this example when required.

Assume you want to visit the Web site www.qupps.biz, a site remote from you on the
Internet. Your desktop PC, which has address 192.168.1.11, must translate this name to an
IP address. (For simplicity, we assume that all the client and server programs involved have
just started, so they don’t contain any information cached from previous sessions.) Figure
1.3 shows the steps and the software components involved:

/ root 202.12.27.33
www. qupps. biz /

I don't know www.qupps.biz but
209.173.53.162 knows about .hiz

your site's
internal DNS
server

www. qupps. biz ?
192.168.1.164 < Sehrl\lzer 209.173.53.162

I don't know www.qupps.biz but
192.0.2.1 knows about qupps.biz

(1) www.qupps.biz ? /

www. qupps.biz

www. qupps. biz ?

has address
/ 192.168.1.20
www. qupps. biz )
your LAN @ has address qupps.biz| 199 2 1
(4b) 192.168.1.20 server
T

192.168.1.11 | your PC

Figure 1.3: The different steps in resolving the name www.qupps.biz

1. Your client PC contains software to send DNS queries to a server. This software is
called the resolver (Section 1.1.5 on page 9). The system administrator (oh: that is you!)
configures the resolver with the address of the DNS server that the client will send its
queries to, to be resolved, i.e. translated from name-to-address, or address-to-name. In
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our example, the client’s resolver is configured to use the server 192.168.1.164, which is
our internal DNS server, so the client sends to 192.168.1.164 the DNS query requesting
the IP address for name www.qupps.biz.

Server 192.168.1.164 receives the query for name www.qupps.biz. This is a domain name
owned by someone else. Your server has no knowledge of it, so your server has to use
one or more other DNS servers to resolve the query. How does your server go about
this?

We said that all the servers have just started up, so the only information 192.168.1.164
has is whatever is in its configuration files. This includes a list of root servers that know
about the root — the highest level of the DNS.

192.168.1.164 chooses a root server at random from its list, 202.12.27.33, say, and sends
the query for www.qupps.hiz to that.

The root servers know about the root domain (*), and very little else. However, what
they do know is addresses of other name servers that handle domains the next level
down from the root — .com, .edu, .biz, .uk, .au, etc. (These are called top level domains,
TLD.) And when queried for any domain ending in biz, for example, while a root server
can’t return the answer (because it doesn’t know it), it will return the addresses of the
name servers that know about .biz

So, root server 202.12.27.33 looks up, in the information its administrators configured
it with, the addresses of name servers that know about .biz, and it returns this list to
the server that sent it the query, i.e. to our internal DNS server 192.168.1.164.

Our server 192.168.1.164 receives the list of servers for domain .biz, and randomly
chooses one from the list, 209.173.53.162, say. Our server sends the same query as
before, for www.qupps.biz, to 209.173.53.162.

209.173.53.162 knows about .biz, but just as we’ve seen above, it doesn’t know every-
thing about it. However, it certainly does know the addresses of other name servers
that handle domains the next level down, i.e. domains of the form anything.biz. Server
209.173.53.162 looks up, in the information its administrators configured it with, the
addresses of name servers that know about qupps.biz, and it returns this list to our
server.

Once more, our server chooses a server (192.0.2.1, say) from the list it has just received,
and sends to it the query for www.qupps.biz

Server 192.0.2.1 does know about www.qupps.biz. Remember: we said this is one of the
servers that knows about domain qupps.biz; in practice, this is almost certainly a server
that’s run either by the owner of this domain, or by someone on the owner’s behalf,
so it’s not surprising that it knows a lot about the internals (i.e. lower down names) of
qupps.biz.

Server 192.0.2.1 looks up www.qupps.biz in its data and returns the address 192.168.1.20
to our DNS server.
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5. Our server 192.68.1.164 sends, to the client in our desktop PC, the address 192.168.1.20
as the answer to the query for domain name www.qupps.biz.

In other words, our server repeatedly sends queries to carefully chosen name servers, and
gets progressively more information about www.qupps.biz each time, until finally it contacts
the server that either has the information or can definitely say that there is no such domain
name. (Looking at it the other way round, the remote servers queried in Steps 2 and 3
replied: “I don’t know what you want, but here’s a man who probably does know —ask him
instead”.)

Now we’re going to go through each of the above steps in more detail, looking at how
the various DNS servers and other components perform their functions.

1.1.5 Step 1 - the resolver

The resolver is the DNS client code that an application program uses to perform DNS queries.
“The resolver” is not a separate program. (And later on, when we talk about a “DNS client”,
the client isn’t a separate program either — it’s just the resolver in the application program
that wants to use the DNS.)

Where the resolver code resides depends on the implementation.

¢ On *nix the resolver is a set of functions in a library linked into the program (Fig-
ure 1.4). The *nix resolver does not remember (or “cache”) any names or addresses
it looked up in the past. When an application program uses the resolver to resolve
www.qupps.biz a name, the resolver sends a query over the network to the DNS server,
and waits for the answer. If the application immediately calls the resolver again to
resolve www.qupps.biz, the resolver will send another query over the network, and wait
for its reply, which might not be what you want on a very busy application. We’ll
see later (Section 1.1.6 on page 10) how you can get over this. This kind of resolver is
called a stub resolver; it doesn’t really do the work of resolution itself but hands it off to
to a DNS server that does.

DNS
server

DNdS qulgries
and replies
ﬁ(‘,\’l\\)

otne!
yraffic
¥ target hosts

TCP/IP resolver
application library

Figure 1.4: The resolver on *nix is implemented as a library

¢ On Microsoft Windows, resolution is performed in a similar fashion. An application
invokes functions in a dynamic link library (DLL) which hands off the work of per-
forming resolution to one or more name servers. When the server(s) return an answer,
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the functions pass that answer back to the application. It is worth noting that although
this stub resolver does not cache, programs such as the Internet Explorer will unfortu-
nately cache results themselves; this can be a cause of woe if you are debugging your
DNS.

Recent versions of Microsoft Windows include a caching resolver service called the
DNS Client, designed to reduce DNS network traffic by providing a local DNS cache
for all applications. If this service is enabled, the library routines attempt to “talk to” it
via an internal communications channel. The DNS Client service itself communicates
with DNS servers, and caches answers, including negative answers, to speed up client
processing. If you disable this service, workstations will use the stub resolver as before.

Irrespective of how it’s implemented, the resolver is configured with the addresses of one or
more DNS servers, that it should use to perform queries for clients. In the next section we
look more closely at those servers.

1.1.6 Step 1, contd. — caching DNS servers

Your client resolver is, as we said above, configured with the addresses of one or more
DNS servers, that it should use to perform queries for your client. In an organization of
a reasonable size, these are usually internal servers run by the organization itself (and we
show how to set up these servers later in the book). By contrast, for a Small Office / Home
Office network, these are probably servers provided by the ISP, at the ISP’s site (but we show
you that you might want to have your own caching servers in this case also).

As we saw in the example in Section 1.1.4, these servers often have to query many other
servers in succession, to resolve the name for the client. We also saw that the resolution
process is “recursive” — getting information from one server may require the server to issue
another query, and so on. For this reason, servers fulfilling this function are called recursive
servers.

Consider what happens if a different client on our example network queries our recur-
sive server, 192.168.1.164, for the same domain, www.qupps.biz, as before. It would clearly be
very slow, and very wasteful of Internet bandwidth, if our server went through the whole
procedure as before. Instead, our server caches (keeps a note of) the address it got in the
previous answer, and serves up this address immediately, whenever it receives a query for
www.qupps.biz, giving much better performance. All “internal” DNS servers that handle
queries for clients as above, use caching, and so are called caching (name) servers. The terms
“caching server” and “recursive server” are often used synonymously.

Note that the cache is built up from all the queries this server issues, including those
in Step 2, where we got the address of the .biz servers. That means that if our server now
receives a query for ftp.example.biz, it will be able to skip out at least Steps 2a and 2b, because
it has cached the list of .biz servers from earlier.

1.1.7 Step 2 —root DNS servers

In the example, the first external server that our caching server contacted when it began
resolving a name, was a root server. A root name server is one that answers requests for the
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root name-space (which is called ®) and in effect “redirects” requests for a particular top-
level domain to the name servers of that domain. In our example, the root server 202.12.27.33
returned the list of servers for the top-level domain .biz, so we could continue resolving
www.qupps.biz.

There are 13 root server installations for the public DNS, called a.root-servers.net. .. m.root-
servers.net. All initial queries are directed to a root server determine the addresses of the
lower level DNS servers. We said 13 “installations”: in fact there are far more than 13 servers
(Figure 1.5); for example, i.root-servers.net consists of servers spread across 31 different sites.

As a matter of interest, at the time of this writing, the total number of DNS queries
arriving at all the root servers, is about 118 000 per second, equivalent to about 10 billion
(10'°) per day'.

If you are on an large isolated network (i.e. one without an Internet connection) but need
a working DNS, then you have to fake the infrastructure (root servers, etc.) found on the
Internet. This sounds much more difficult than it actually is; we show you how to set it up
in Chapter 18. But don’t worry: most sites don’t need to do this, and you certainly won't if
you are on a small network and want to set up DNS for your Small Office / Home Office.

... o ? Mz L ..o ° :o. »

Figure 1.5: Distribution of root name servers

1.1.8 Step 3 — authoritative DNS servers

In our example, the next server that our own server (192.168.1.164) contacted, after the root,
was a server that “knows about” the .biz domain. To be more precise, each of the .biz servers
returned in the list from the root server is authoritative for the .biz domain. This means that
each server can, from its own internal database or configuration files, answer the question:
“does domain something.biz” exist, and if so, what is the associated address?”. (The something
must not contain a dot; if it does, the .biz might have to pass us along to yet another server,
as we saw in Step 4.) The server doesn’t need to ask any other server: if its own database
doesn’t have a record of the requested domain name, then the domain name definitely does

Thttp://www.isoc.org/briefings/020/
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not exist, and the authoritative server sends a negative reply saying so. Note that this is nof
the same as saying “I don’t know if it exists — go ask someone else”.

In our example, we were querying for www.qupps.biz, which did exist, so the .biz servers
gave us the address, 192.0.2.1, of a server that “knows about” (is authoritative for) qupps.biz.
But how is that authoritative status set up, and who does it? When the domain qupps.biz
was allocated to its owner — the QUPPS company — control over it (and all its sub-domains,
by definition) was given to QUPPS. This assignment of the responsibility for a domain to
someone else is called delegation. Two thing are needed for delegation to work. First, you
must configure your name servers so that they believe themselves authoritative for your
domains, and contain the data for your domain. Secondly, the name server “above” yours
(i.e. your parent server) must be configured with the information that it is your server that is
authoritative for your domain. (This configuration is performed with Name Server records,
which we discuss in Chapter 2.) In our example above, the following chain of events have
made our servers authoritative for the qupps.biz domain:

¢ The root server operators have made the servers for biz authoritative for biz by config-
uring the root servers to point to the biz-servers whenever queries for biz are issued.

* The operators of the biz domain have made the qupps.biz servers authoritative for
qupps.biz by setting up records on the biz servers which define them to be authoritative.

¢ We configured our name servers to contain the DNS data for qupps.biz.

QUPPS had to decide whether to run their own authoritative server, or whether they
would get their ISP to make the ISP’s server authoritative for qupps.biz. For simplicity, we
assume QUPPS run their own server, which has address 192.0.2.1. QUPPS informed the .biz
server administrators of this address, and they configured the .biz servers to say that server
192.0.2.1 “knows more about” (is authoritative for) qupps.biz. This process of configuring one
server (for .biz) with a list of authoritative domains for a sub-domain (qupps.biz) is also called
delegation. (We discuss the process of delegation and how you delegate in Chapter 18.) Each
and every domain has at least one authoritative server responsible for it.

Distribution of responsibility

Delegation devolves the responsibility and authority for assigning IP addresses to domain
names. For example, if QUPPS want to change the IP address of www.qupps.biz they change
it themselves on their own server (192.0.2.1). They don’t have to tell the .biz server adminis-
trators about this. In other words, responsibility has been devolved to a lower level as part
of the the delegation process, so the worldwide DNS ends up as a hierarchical, distributed
database of information.

The only truly central part of the DNS is the root servers, which provide the initial entry
point into the DNS tree.

1.1.9 Steps 1&5 v. 2-4 — authoritative and caching servers contrasted

There are fundamental differences between authoritative and caching servers, both in their
function and how they operate. Whereas a caching name server will always attempt to find
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the answer to a query, an authoritative server behaves differently. An authoritative name
server will not answer queries for a zone it is not authoritative for, and will not pass the
query to other name servers. As an example, suppose you ask the authoritative? servers for
qupps.biz a question about google.com. The qupps server cannot answer the query as it has no
knowledge of the content of google.com’s DNS database and can therefore not tell whether
such a name exists or not. How the server responds depends on the implementation:

* Some servers send back a “no error” status packet, but include information telling you
where to go and start looking, by providing additional hints with pointers to the root
name servers.

* Some implementations simply drop the query for zones for which they are not author-
itative, causing the DNS client to time-out waiting for the answer.

To make the differences between authoritative and caching name servers clear we’ll consider
things from the point of view QUPPS’s network (Figure 1.6).

outgoing queries for
names of hosts that
your clients want to use

incoming queries about
public qupps.biz servers
that other Internet sites
want to connect to

authoritative DNS
server for qupps.biz

your caching
DNS server ~_/ x
/’ your DMZ

(\ your LAN
) (i.e. qupps.hiz's
client private network)

Figure 1.6: Different functions of authoritative and caching servers

QUPPS’s internal DNS server is a caching server that all the internal hosts use, to get
the IP addresses of hosts elsewhere on the Internet that they want to access. For example, a
browser on a desktop PC will use this internal server, to resolve the name of the site the user
wants to visit.

By contrast, QUPPS’s authoritative server is used only by outsiders, who want to find out
addresses of our public servers, so they can connect to smtp.qupps.biz, for example, to send
us e-mail. (If you have been paying attention, you will have noticed that the description

2Here we assume that the authoritative servers are authoritative-only, although you can configure some servers
to be both authoritative and recursive. Even so, what we say is still true of the authoritative part of a server
configured to be both authoritative and recursive.
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is not strictly correct: QUPPS’s caching server will also, by way of referrals from the root
servers, be able to query QUPPS’s authoritative server, but we’ll ignore that for now).

Now reverse the perspective, and consider what happens at a site that a user in qupps.biz
wants to connect to, www.example.com, say. Our caching internal server queries their author-
itative server.

Recursive v. iterative queries

In Step 1 our caching server, 192.168.1.164, received a query from our DNS client. Our
server wasn't able to answer the query immediately, so it started the recursive procedure of
querying other servers. However, in Step 2, root server 202.12.27.33 received a query that
it couldn’t answer fully and all it did was send back a single partial answer; it did not start
a recursive resolution process. To see why, we need to look at DNS queries in a little more
detail.

There are two different types of DNS query: recursive and non-recursive (iterative). The
application (DNS client) sending the query specifies the type, by setting or clearing a 1-bit
Recursion Desired (RD) flag in the query packet.

* A non-recursive query (iterative query) is typically sent by a caching DNS server acting
as a recursive resolver for local clients. In our example, the queries sent in Steps 2—4
were all iterative, i.e. the RD bit was cleared in all these queries. Note that in each of
these steps, host 192.168.1.164 is acting as a client, whereas in Steps 1 and 5 it is acting
as a server.

As we saw, the answer to an iterative query can be either a definitive one, as in Step 4,
where the server returned the requested IP address, or an incomplete one, as we saw
in Steps 2 and 3, which require our server to ask other servers for progressively more
detail.

® Recursive queries have the RD bit set. They are typically sent by application pro-
grams (strictly, the resolver used by the program) calling the gethostbyname () or
gethostbyaddr () library functions. The recursive query asks the server to do every-
thing possible to determine the answer to the query, including iteratively querying
other servers if need be. The answer to a recursive query is either the final answer to
the original question or a message indicating that the answer couldn’t be found.

In other words, application programs send recursive queries to caching servers, whereas
caching servers send iterative queries to authoritative servers.

There is another reason why we sent non-recursive queries to the authoritative servers
in Steps 2—4. Most authoritative servers are configured not to perform recursion, because
recursive queries would be sent to them only by badly configured or malicious clients or
servers.

1.2 Deployment issues with DNS servers

So far we’ve explained how DNS clients and the various server functions interact. Now
we need to consider how name servers are deployed, and some of the system management
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issues involved.

1.2.1 Where domain information is stored — “zones”

In the example we saw that, to resolve the domain name www.qupps.biz, we had to obtain
information from three different external servers, each of which only held part of the overall
picture. Each server returned only the information that it was authoritative for —information
about its own domains, or delegations direct from its own domains. If we assume that
QUPPS has delegated further internally, as described below, it will be easier to see what
information is stored where.

QUPPS’s head office is in Germany, with subsidiaries in the UK and in Spain. They have
decided to split up their name space (i.e. the part of the DNS tree that they “own”) into
sub-domains for each country. The advantages are:

¢ DNS maintenance is handled by system administrators who are closer to the relevant
part of the business. Why should, for example, an administrator in Germany have to
maintain DNS data for a machine in Spain?

¢ By setting up name servers in different geographic regions, the DNS is more resilient.

QUPPS have decided to delegate their sub-domains to name servers in two countries, as
follows:

* es.qupps.biz and uk.qupps.biz are handled by the server in Spain, because there are no
technical staff in the UK.

¢ The German head office holds information about the rest of the qupps.biz domain,
i.e. anything that isn’t in uk.qupps.biz or es.qupps.biz. This includes corporate wide
resources, such as www,qupps.biz, as well as the German sub-domain de.qupps.biz.

The sub-tree of information that a server holds for a domain is a called a zone. Working
from the bottom up, in Figure 1.7, the es.qupps.biz zone overlaps exactly with the es.qupps.biz
domain. The same is true for uk.qupps.biz. However, there is no de.qupps.biz zone: this
domain wasn’t delegated, so it’s just part of the qupps.biz zone, which consists of everything
apart from the es.qupps.biz and ukqupps.biz zones.

Note that a domain is always a full tree or sub-tree, whereas a zone can have chunks
missing — lower down sub-trees that have been delegated. The missing pieces can be at
different levels (which we haven’t shown in Figure 1.7), because you can delegate at different
levels. For instance, example.com might delegate au.example.com to an Australian server, but
delegate sales.alaska.us.example.com to a server in Canada.

A different definition of a zone is that it is the collection of related records for a domain
or sub-domain, and usually stored in a file. Because this is the definitive version of the data
for the zone, the file is called a “master file”. (However, a zone doesn’t have to be stored in
a file: as we show you in later chapters, it can be stored in databases or LDAP directories
instead, but that’s only a detail.)
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Figure 1.7: DNS domains and zones

1.2.2 Creating redundancy — master/slave, primary/secondary servers

What happens when the authoritative name server for your domain is down and cannot
answer queries? Client hosts elsewhere on the Internet wishing to connect to your Web and
e-mail servers can’t find those servers’ addresses: your site is effectively down, even though
only the DNS server is unavailable.

To provide reliable service you want redundant servers — i.e. more than one server with
identical content. You must also ensure that these servers give identical answers to identical
queries. (Imagine your domain qupps.biz has two DNS name servers, but they supply dif-
ferent addresses as answers to queries for www.qupps.biz!) There are two different ways to
ensure that all servers have the same content and keep in sync:

A. Set up “master” and “slave” name servers, with some mechanism for the primary to
copy its data to the secondary, to keep it in sync.

B. Set up name servers that access a replicated database store. In this case it is the
database software, not the name servers, that replicate the zone data.

Now let’s look at each of these in detail. (Before we go on, remember that this only applies to
authoritative servers; caching servers don’t maintain zone data, so there are no issues about
getting out of sync.)

A. Master and slave name servers

The QUPPS administrators have decided to set up the name server in Spain so it can also
serve the DNS data normally held in the zones in Germany (Figure 1.8), in order to give their
DNS service greater resilience. They do this by configuring the authoritative name server
located in Germany to be a “master” name server and the server in Spain to be a “slave”
name server.
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incoming DNS queries
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Figure 1.8: Secondary or slave name server

A master name server (or primary name server) is one that holds the definitive copy of in-
formation for one or more zones, which it uses to answer queries from clients. By contrast, a
slave name server or secondary name server is never directly configured with the zone data. In-
stead, all changes to DNS data are made on the master name server, and the slave transfers
this data from its master. A master can have multiple slaves.

In all cases, both master and slave server(s) are authoritative for the zone data. As far as
authority is concerned, there is no difference between the master and the slave server(s) of
a zone.

The data is transferred from master to slave by zone transfer, which duplicates the data
from the master to the slave. A zone transfer is a special type of DNS request named AXFR,
which allows master and slave to use the DNS protocol as the interchange mechanism, with-
out having to add other special transfer facilities. In contrast to most DNS requests which
are performed over UDP, zone transfers are carried out over TCP. Zone transfers performed
by aslave server are called incoming or inward transfers. Zone transfers provided by master
servers are called outgoing transfers. Note that whenever we say zone transfer or AXFR we
use the term strictly (i.e. we mean a zone transfer using the DNS AXFR request) and not as a
generic term for replication of DNS data from one name server to another.

There are two ways a zone transfer can be initiated:

1. A slave server periodically checks with its master server whether the zone has
changed, by querying a special DNS record called the Start of Authority (Chapter 2). If
this check indicates that the zone’s content has changed, the slave transfers it by send-
ing an AXFR query to the master server, requesting a copy of the zone data. This zone
is then “downloaded” to the slave server via the DNS. Some server implementations
offer so-called incremental zone transfers, which allow a slave server to receive only the
changed DNS zone data, instead of a full copy of the zone.
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2. Alternatively, when a master server detects that the content of a zone has changed (i.e.
either because an operator has told it so, or because it is able to differentiate between
before and after), it sends out a special DNS query to its slave servers. This request,
called a DNS NOTIFY, instructs the slave servers that a modification has taken place.
The slave servers then proceed as in item 1 above.

B. File or database replication

There are alternatives to zone transfers to replicate zone data between servers. When you
use these, you effectively create not a primary and one or more secondary servers, but rather
a set of primary name servers, because none is more special than any of the others. (Also,
some DNS servers don’t support zone transfers, so you have to use some non-DNS replica-
tion method to keep master and slave servers in sync.)

® MaraDNS and tinydns store zone data in files on a file system. These programs use file
synchronization tools such as rsync to transfer zone data from one authoritative server
to another.

e PowerDNS, Idapdns and Bind DLZ can store their zone data in a back-end LDAP direc-
tory. To keep two such servers in sync, you replicate the LDAP directory. (That’s
purely an LDAP-related operation; the front-end DNS servers don’t know anything
about it.)

e When the zone data is stored in a relational SQL database, such as MySQL, you can
use the database server’s replication facilities to replicate the SQL tables from one SQL
server to another.

We cover each of these in detail in Part II.

1.2.3 Special authoritative server configurations — split horizon and hidden se rvers
Split horizon servers

An authoritative DNS server gives the same answers to queries irrespective of where the
queries come from. However, if you have a name server in your DMZ which you want to
use both for serving DNS data to public clients on the Internet and for use by internal clients,
you might want a query for www.qupps.biz to return different answers depending on where
the client is located. For example, in Figure 1.9, when an external client queries our server
for www.qupps.biz, it should receive the reply 192.0.2.1, which is the “official”, public, address
of our Web server, whereas an internal client should get the reply 192.168.1.20, which is our
Web server’s “internal”, private, address.

A split horizon DNS server lets you do this — it can serve one set of DNS content to one
specified portion of the network, and serves different content to a different portion of the
network. (DNS servers that offer split horizon are often seen in a DMZ, offering “official”
authoritative content to clients on the Internet and “internal” content to clients on the inter-
nal network.)
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Figure 1.9: Split-horizon DNS

Two servers support split-horizon DNS services out of the box: BIND and tinydns. Some
of the other name servers can be coerced into providing split-horizon service.

In all cases, split horizon must be done very carefully, as a small misconfiguration could
publish on the Internet content about internal systems that should only be seen by internal
machines. We recommend you don’t use split horizon. Instead, deploy completely sep-
arate “internal” and “external” content DNS servers. This configuration requires two IP
addresses, but these are easy to obtain. You get a more secure system. Another advantage is
that you can use two different brands of DNS servers, if you have very different performance
and management requirements for your internal server and for your external server.

Hidden name servers

DNS queries go
to primary server
¥
hidden primary
zone transfer
hidden server primary server
is in fact a is in fact a
true primary secondary

Figure 1.10: Hidden or stealth name server

You may decide to use a brand of name server that stores zone data in an SQL database or
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in an LDAP directory (e.g. MyDNS or PowerDNS). In order to be as resilient as possible, you
decide that you don’t want to have those accessible on the Internet, and deploy a “front-
line” server which uses the file system as storage for the zone data, so that the front- line
server can continue to operate even if the back-end fails.

You can do this by creating a hidden name server (Figure 1.10). A name server is called
hidden (or stealth) if its address does not appear in the zone data anywhere on the network.
Because no other servers point to the server, the public DNS has no knowledge of its exis-
tence. (However, the server that is slave to the hidden server does know about the hidden
server, because the hidden server’s address is included in the slave’s configuration files, as
opposed to its zone data files.)

Your “front-line” servers (e.g. NSD or BIND) are slave servers to your hidden servers, and
they obtain a copy of the zone data via zone transfers.

1.2.4 Special caching server configurations — forwarding, forwarder, p roxy

Your LAN clients use your own internal or your ISP’s caching server to perform name-to-
address translation. Caching name servers usually talk to authoritative name servers, as we
saw in the example (Section 1.1.4). However, sometimes a caching server will want to talk
to other caching name servers.

Suppose your organization works closely with the QUPPS organization. You have joined
your networks (e.g. via a VPN - Virtual Private Network), and both organizations decide
they need access to each other’s private DNS zones. You configure your DNS server to send
all recursive queries for the QUPPS zones to a selected list of name servers at QUPPS. The
servers at QUPPS provide recursive service for QUPPS-related queries that your DNS server
receives but cannot answer from its own database. In effect, your DNS server behaves like
a DNS client with respect to the QUPPS servers, but normally when querying other non-
QUPPS domains.

Name servers that pass requests on to other (upstream) resolving servers are called for-
warding servers or proxy servers, whereas a forwarder is the server which is forwarded to. In
forwarding mode, a server talks to caching servers only — never directly to authoritative
servers. Forwarding servers usually cache answers to the queries they have processed. Fig-
ure 1.11 shows the forwarding and forwarder servers for the QUPPS example above.

Forwarders are used:

* When you want to forward queries for one or more zones to a specific server for reso-
lution, as we have just seen.

* When access to the DNS is over a slow network link. Using a forwarder can cut down
on traffic, because the (remote) forwarder does most of the DNS work.

* When the forwarder can build up a large cache which speeds up internal queries. For
example, you might use a forwarder at your ISP because then you get the benefit of
the caching of queries from all the ISP’s customers.

* When you have several internal caching servers, but want only one server — the for-
warder — to communicate directly with the Internet, for security reasons.
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Figure 1.11: Forwarding/proxy name server

1.2.5 Special authoritative and caching server configurations

The tasks of providing authoritative DNS and caching (recursive) DNS should be clearly
separated. We discuss in Chapter 22 that mixing both roles in a single name server can
cause a carefully crafted malicious DNS query to “pollute” (i.e. corrupt) the authoritative
replies served in a “mixed” server.

Nevertheless, there are cases in which you won’t want to bother with setting up separate
servers. Instead you will want to have both roles in a single name server program, such as
in a branch office or Small Office / Home Office. This is called an internal name server. Your
internal name server is a caching name server for your network, but it also offers a zone
authoritatively, for the devices on your network.

1.3 Features you might want to have in a name server

The different brands of name server we discuss in this book implement some facilities that
you might require. In this section we introduce some of them.

e DNS NOTIFY.

We mentioned above that some brands of name server implement a special request
called a DNS NOTIFY, which is sent by a master name server to its slave servers to
inform them of changes to a zone.

DNS NOTIFY is not easy to implement for two reasons:
1. A master name server that implements NOTIFY needs some way to detect that a
zone’s data has changed. If it cannot detect a difference between “before” and

“after” you’'ve changed a zone, it won’t be able to notify a slave server of a zone’s
change.
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2. DNS NOTIFY requests are sent to slave servers but, as we discuss in Chapter 2, a
master server typically only “knows” its slaves by their names in the zone data
(the Name Server records). There may well be slave servers that aren’t mentioned
in a zone, which makes it impossible for a name server to notify them.

Not all brands of name servers with support for being master servers implement DNS
NOTIFY. We discuss that when we discuss the individual name servers.

Dynamic DNS updates.

Some brands of name server allow DNS data to be modified in real time via a special
DNS protocol called dynamic DNS update. The protocol is defined in RFC 2136, and it
is mainly used by client workstations that use DHCP to obtain their IP address when
starting up, and then “register” the address with the DNS (i.e. they “create” an Ad-
dress record in it). We discuss dynamic updates in Chapter 19, where we also discuss
methods you can use if the brand of name server you choose doesn’t support “proper”
dynamic DNS.

DNSSEC — DNS Security Extensions.

The Domain Name System is fragile in as much as answers to DNS queries can be
“spoofed” or altered on their path from a name server to a client. DNSSEC adds a
cryptographic layer to the DNS, allowing a client to determine whether the reply it
has received is authentic. This very complex processing is implemented in only a few
brands of name server.

TSIG — Transaction Signatures.

TSIG provides a means of authenticating zone transfers and Dynamic DNS Updates by
using cryptographic keys exchanged between clients and name servers.

Database back-ends.

Some brands of name server allow you to choose the type of database you want it to
use for zone data storage. These name servers support some or all of the following
database systems:

— PostgreSQL and MySQL, the two best known Open-Source database systems.

— Berkeley DB (BDB) is an embedded non-relational database that can be used by
applications for persistent storage and fast access to data. In contrast to SQL
databases, that support a query language for accessing or modifying the data,
and that often need a human to administer them, Berkeley DB offers program-
mers a high performance embedded database library with a number of language
bindings, and no administration overhead. Berkeley DB stores arbitrary key/data
pairs and offers a simple yet powerful API with a set of defined function calls for
data manipulation.

— SQLite is a library that implements an embeddable SQL database engine. It sup-
ports many SQL features from much larger systems (such as MySQL and Post-
greSQL). Because it is embeddable into a program, it can give a name server ac-
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cess to a relational database system without having to rely on a separate database
server.

e LDAP back-ends.

Some brands of name server allow DNS data to be retrieved from an LDAP directory
server. If you already store information about people and configuration data in your
organization, you might want to store your DNS data in your LDAP directory server,
and have a DNS server use that as its back-end data source.

® Programmable back-ends.

Some brands of name server allow you to extend them by providing a programming
interface. You can “plug in” some code that receives a DNS query and can produce a
reply to it. We often call this kind of reply a “dynamic answer” or “dynamic reply”
because the code can produce the reply by almost any means, “on the fly”. For exam-
ple, if you are Web hoster you will have “standardized” zones for small customers (i.e.
all zones have a Web server, a mail exchanger, etc.) and you can create code that gives
similar answers irrespective of the zone queried, because all your small customers use
the Web and mail servers that you provide. As another example, you may want the
answer to a query for an Address () to depend on the availability of a particular ma-
chine; you can create code to do that, and we show you how to do so in Chapter 8 and
Chapter 15.

Adding code to your name server is not something most sites need to do. On the
contrary, you extend a name server only if it cannot provide a specific functionality
without you having to resort to programming.

1.4 Scenarios of name server deployment

Which DNS server functions you need depends on what your department or organization
does. A corporation has to provide DNS for its presence (Web, e-mail, ...) on the Internet,
as well as DNS for its private LAN. An ISP, on the other hand, is mainly concerned with
Internet-facing name servers, which are part of the core of its business.

Below we discuss some common combinations of DNS requirements.

1.4.1 ISP
The ISP has several name servers that provide DNS services to its customers (Figure 1.12):

¢ An ISP providing dial-up services needs caching name servers for its customers to use.
Consider Unbound as a caching name server or any of BIND, dnscache or MaraDNS.

* An ISP providing hosting services will typically have authoritative name servers pro-
viding DNS for the domains owned by its customers. If you allow your customers to
maintain their own DNS data, consider:

- Bind DLZ which provides a database or LDAP back-end.
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Figure 1.12: An ISP has many name servers

— BIND with a hidden primary master consisting of PowerDNS or MyDNS. This allows
you to manage zone data in a database or LDAP directory and have BIND perform
zone transfers from your hidden primary server.

Most Internet Service Providers have some sort of database in which they record cus-
tomers, the zones these have, billing numbers, etc. in what is called a “registry” (we
discuss this in Chapter 19). If you have such a system, you typically use it to create or
“generate” zones from it. This is called provisioning. If you have specialized provision-
ing systems for your customer’s DNS data, consider:

— tinydns (Chapter 11) which is a widely-used authoritative-only server.

— NSD (Chapter 10) if performance is very important.

1.4.2 SOHO network

Setting up your own name server in a SOHO (Small Office / Home Office) network might
look like overkill, but many SOHO networks contain a increasing number of IP-addressable
devices such as other computers, a printer, etc. If you want to be able to address these de-
vices, you need a small authoritative name server for a zone or two and we recommend you
install a caching name server too (Figure 1.13). This sounds like a complicated undertaking,
but several of the programs we discuss in Part Il make it easy:

* dnsmasq is an excellent choice, as it provides authoritative content from a simple and
easy-to-administer /etc/hosts  file, as well as a DNS cache for public DNS queries. It
also provides your Small Office / Home Office network with a DHCP server, which
allows you to configure your networking devices automatically.

e MaraDNS is an authoritative content server which can also be made to recurse.

¢ If you already have a MySQL or PostgreSQL database on your Small Office / Home
Office network, MyDNS is easy to set up. Adding dnscache as a recursive resolver gives
all the DNS services you need.
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Figure 1.13: A possible SOHO scenario

1.4.3 Corporate environment

The corporate environment is the most difficult to describe, because there are so many pos-
sibilities.

Small to medium organizations

In a small to medium organization, you might use a couple of servers for DNS services to
internal users, with separate authoritative servers to handle requests from the Internet for
your public domain names (Figure 1.14).

* BIND can provide different sets of data (split-horizon) depending on whether queries
are internal or external, by using views as we described in Section 1.2.3. Although
we don’t recommend you do so, BIND can simultaneously provide recursion for your
internal clients.

e tinydns also provides split horizon DNS. Deployed together with dnscache it can fulfill
all your DNS needs. If you have only one machine for both, you add dnsproxy to
combine both services behind a single address.

¢ PowerDNS, with its multiple database back-ends, is the way to go if you want to in-
tegrate DNS services into an existing LDAP directory or SQL database. Its associ-
ated PowerDNS Recursor is a recursive name server which you use to provide recursive
queries to your internal network.

Large organizations

Large organizations typically have many different name servers. As with smaller organiza-
tions (discussed above), they separate caching services from authoritative services. Apart
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Figure 1.14: A typical setup for a small organization

from spreading their name servers over diverse geographical areas wherever possible, it is
not unusual to find name servers on a departmental level. Large organizations often have
a mixture of name server brands deployed, and many of the programs we discuss in Part II
are sensible choices. Some suggestions:

¢ Bind DLZ integrates DNS with your LDAP directory server or SQL database environ-
ment.

¢ Bind DLZ with the Berkeley DB High Performance back-end provides database and
high performance simultaneously.

* PowerDNS offers a large choice of back-end stores for DNS data, and you can also set it
up to be master or slave server.

¢ Unbound or PowerDNS Recursor installed on separate machines provide your environ-
ment with fast recursive resolvers.

* BIND offers an incredible list of features and is often deployed in large organizations.
¢ If you require great performance, consider the NSD authoritative server.

A large number of combinations of the programs we discuss are possible, and many of
them make good sense; the choice is yours. As an example, the DNS infrastructure for a
real-life large corporation is shown in detail in the Notes.

This concludes our fast-forwarding over the terminology we’ll be using throughout the
book. In the next chapter, we discuss how you configure zone data and how different brands
of server store it.
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Summary

The Domain Name System is a vital network service on the Internet as well as within
corporate networks.

Name servers that are configured with “knowledge” about the hosts in a domain are
called authoritative for that domain.

Caching name servers perform the hard work of query resolution, and they contact
authoritative name servers in sequence to determine whether a queried name exists,
and if it does, to obtain its requested DNS records.

How you deploy DNS servers depends on the size of your organization, the knowhow
available and the topology of your network.

Notes and further reading

DNS Survey (see http://dns.measurement-factory.com/surveys/200710.html )

ICANN's root-server map (see http://www.icann.org/maps/root-servers.htm )

Example of large corporate DNS implementation

For one of our large corporate customers we designed the following DNS environment.
It consists of a public server that serves authoritative data for the domains owned by the
company, and a separate private DNS environment including a private root, isolated from
the Internet. The environment (Figure 1.15) has the following characteristics:

Addressing on the internal networks is based on RFC 1918 Private IP addresses. De-
vices on the internal networks cannot communicate directly with the Internet.

Internal users can surf the Internet only via a squid proxy server in the DMZ. User’s
workstations therefore do not require the public DNS. Instead, the squid proxy server
uses a DNS cache to resolve host names.

A set of BIND name servers with hidden PowerDNS servers provide authoritative pub-
lic DNS services. Another pair of authoritative servers (not shown) are of a different
brand: we do this to lower the risks involved due to possible software bugs and secu-
rity problems.

Separate dnscache servers provide caching name services to the machines in the DMZ.

Because Mail Transfer Agents (MTA) on the internal network don’t have access to the
public DNS, they cannot resolve target host names via the DNS. Instead, the internal
MTA use an external MTA in the DMZ as a smart host for transferring e-mail.

Internal DNS is handled with a private root and a group of PowerDNS servers.
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Figure 1.15: Sample of corporate DNS infrastructure

Practical TCP/IP

We highly recommend the companion book in this series, Practical TCP/IP by Niall Mans-
field. This book is a must-have if you want to have a detailed insight into the workings of
TCP/IP and its related protocols. The author dissects the protocols, shows you the content
of data packets and gives hands-on tips on how to configure individual services on your
network. The book contains three chapters on DNS.
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Chapter

How to represent zone data
and where to store it

The Internet works because a lot of people
cooperate to do things together.

Jon Postel

2.1 dig — a DNS lookup utility

2.2 Contents of a DNS query

2.3 Resource records defi ne information about a domain name
2.4 Creating zones from resource records

2.5 How and where zone data is stored

Introduction

In the previous chapter we described how a Web browser, and a caching name server, sent DNS
queries to a series of authoritative name servers to resolve the domain name qupps.biz. In this chapter
we explain in detail the information that the client specifies in the query, the information the server
returns in the answer, and how an authoritative server stores the information that it creates the answer
from.
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2.1 dig —a DNS lookup utility

When working with DNS, you need a tool that lets you issue queries to DNS servers. The
commonly used tools are:

® The program of choice in all things DNS is dig.
* host is simpler than dig but written by the same people, isc.org.

¢ nslookup. This has been deprecated for many years. (Older versions on *nix warn you
that it will be obsoleted; in newer versions of the BIND source distribution, the warning
has been removed.) Don’t use it, because it sometimes gives weird or un-useful error
messages; use dig instead.

* The djbdns package has some nifty command-line tools, which are particularly useful
in scripts. We discuss these in Chapter 11.

* unbound-host, from the Unbound distribution, is similar to host, but it can additionally
verify DNSSEC keys (Chapter 17).

2.1.1 dig overview

dig is the only lookup utility we use throughout this book. It’s readily available on most
*nix platforms; if it’s not already on your system, you can get it free via the BIND utilities
(Chapter 7). In Chapter 14 we tell you how you get dig for Microsoft Windows.

dig is flexible about how it parses options and arguments, and you can pretty much
intermix those however you like. The general syntax is:

dig @erver name type class opt
where the arguments are:

server server is the name or address of the server you want dig to send its queries to.
If you omit @server, dig uses the system’s resolver to find the address(es) of the
DNS servers it should send queries to. The system’s resolver typically consults
letc/resolv.conf to determine the addresses of the name servers it should
use (Chapter 20).
We recommend you specify this as an IP address while testing. (If you specify
a hostname, dig will have to use the system’s resolver, i.e. use the DNS, to look
up server’s IP address before performing the query you asked for, and this may
be confusing.)

name name is the domain name or IP address you want information about.

type type is the type of query you want to perform — A, Mx, etc. (Don’t worry if these
types don’t mean a lot to you yet; we explain them fully later in the chapter.)
type defaults to Address (a).

class class is the query class. This is an historical item. It arose before TCP/IP became
the dominant networking system; the class is now always “IN”, for “Internet”,
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which is the default. However, we have to mention it because you will see it all
the time in DNS query listings and server configurations.

options options, which control details of dig’s operation. dig -h lists the available op-
tions. You enable an option by prefixing it with a plus sign (+); you disable an
option by prefixing it with a minus sign (- ).

2.1.2 Looking up an IP address ( a record)

Use dig to query a name server for an Address. In the following example, we use no special

dig options, and you’ll notice we don’t specify a type either, because dig’s default query type
is for an Address:

$ dig @127.0.0.1 Idap.qupps.biz

; <<>> DIG 9.2.4 <<>> @127.0.0.1 Idap.qupps.biz
; (1 server found)

;; global options: printcmd

;v Got answer:

;7 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28350

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDIT IONAL: 2
;; QUESTION SECTION:

;Idap.qupps.biz. IN A

;; ANSWER SECTION:

Idap.qupps.biz. 86400 IN A 192.168.1.20

;i AUTHORITY SECTION:

qupps.biz. 86400 IN NS ns2.qupps.biz.
qupps.biz. 86400 IN NS nsl.qupps.biz.
;; ADDITIONAL SECTION:

nsl.qupps.biz. 86400 IN A 192.168.1.20
ns2.qupps.biz. 86400 IN A 192.168.1.173

;; Query time: 3 msec

;7 SERVER: 127.0.0.1#53(127.0.0.1)

;v WHEN: Sun Jan 27 13:45:43 2008
;v MSG SIZE rcvd: 116

The example above is typical of dig output:

¢ dig prints results in “master file” format, which is used by the BIND and NSD name
servers, which we discuss later. (This is handy; you can use dig’s output to create those
files if you need to.)

¢ Lines beginning with a semicolon (; ) are of an informative nature only, and indicate
how you invoked dig and which options it used to query the name server. (In a master
file semicolons indicate comments, which is why they indicate “for information only”

here.)

* The answer section contains the answer to a query.

® The authority section shows the authoritative name servers for the queried domain.
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e The additional section may contain additional DNS records supplied by the name server.

dig’s output format is a very close representation of the content of a DNS reply packet. (If you
want to learn in great detail what DNS packets contain, we recommend you read Practical
TCP/IP; see Notes in Chapter 1.) The authority sections are populated by authoritative DNS
servers to inform DNS clients whom to contact for authoritative information, and some
name servers add the “additional section” to the reply, foreseeing that clients will want that
information.

In our examples we often edit dig’s output to show only the sections relevant to what
we're discussing at the time.

2.1.3 Find version of remote name server, using dig

Most brands of name servers can be made to advertise their brand and version number, via
a special domain called BIND (even on non-BIND name servers). The information is stored
in a Text (TxT) record (page 44). You query this using the DNS to determine the version
information. For historical reasons, the information is provided for the Chaosnet (a protocol
over coax), so you must use the Chaos class (CH) when querying;:

$ dig @127.0.0.1 version.bind ch txt

7 <<>> DIG 9.2.4 <<>> @127.0.0.1 version.bind ch txt
; (1 server found)

;; global options: printemd

;v Got answer:
;v ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11872
;; flags: gr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIO NAL: 0

;7 QUESTION SECTION:
;version.bind. CH TXT

;; ANSWER SECTION:
version.bind. 0 CH TXT "9.2.4"

;7 AUTHORITY SECTION:
version.bind. 0 CH NS version.bind.

;; Query time: 0 msec
;7 SERVER: 127.0.0.1#53(127.0.0.1)

;v WHEN: Sun Jan 27 13:53:38 2008
;v MSG SIZE rcvd: 62

For security purposes, name servers can be, and often are, configured to hide their version
information, so frequently the above will not work.
2.1.4 Transfer a zone with dig

By default, dig uses UDP to send queries to name servers. For testing purposes you can force
dig to use TCP by giving the +tcp switch:

$ dig +tcp @127.0.0.1  domain_name qtype
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If you set gtype to AXER, dig initiates an incoming zone transfer for the specified zone, printing
the result in master zone file format to standard output. (AXFR transfers are always done over
TCP, so you don’t have to specify the +tcp switch.)

$ dig @127.0.0.1 qupps.biz axfr

qupps.biz. 86400 IN SOA nsl.qupps.biz. jp.qupps.biz. 1962 05286 10800 900 604800 3600
qupps.biz. 86400 IN NS nsl.qupps.biz.

qupps.biz. 86400 IN NS ns2.qupps.biz.

qupps.biz. 86400 IN A 192.168.1.20

qupps.biz. 86400 IN MX 10 mail.qupps.biz.

This enables you to test zone transfers from your (or other people’s) name servers. Note
that the name server must support outgoing zone transfers and it must permit! you to trans-
fer zones. (Most servers are configured not to allow zone transfers except to other servers
owned by the same organization.)

2.1.5 Trace recursion using dig

If you want to trace how a host is resolved recursively, use the +trace option to dig:

$ dig +trace www.fupps.com

; <<>> DIG 9.2.4 <<>> +trace www.fupps.com

;i global options:  printemd

. 343211 IN NS  F.ROOT-SERVERS.NET.
343211 IN NS  E.ROOT-SERVERS.NET.

;; Received 512 bytes from 127.0.0.1#53(127.0.0.1) in 0 ms

com. 172800 IN NS  F.GTLD-SERVERS.NET.

com. 172800 IN NS  E.GTLD-SERVERS.NET.

;v Received 491 bytes from 192.5.5.241#53(F.ROOT-SERVERS .NET) in 39 ms
fupps.com. 172800 IN NS ns49.1undl.de.

fupps.com. 172800 IN NS ns50.1undl.de.

;; Received 77 bytes from 192.31.80.30#53(D.GTLD-SERVERS .NET) in 141 ms

www.fupps.com. 10800 IN A 82.165.102.119
;; Received 47 bytes from 195.20.224.149#53(ns49.1und1.d e) in 37 ms

This shows how our caching server queries the various authoritative servers in order: first
the root servers, then the .com servers, and finally the fupps.com servers which return the full
answer we wanted.

2.2 Contents of a DNS query

When a DNS client queries an authoritative server for a domain, it supplies three pieces of
information in the query:

1In 2008 a court in North Dakota, USA, ruled that performing a zone transfer as an unauthorized outsider,
to obtain information that was not publicly accessible, constitutes trespass under U.S. law (see http://www.
spamsuite.com/node/351 ).
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1. The domain name of the object it is querying for (e.g. Idap.qupps.biz).

2. The “class” of the object it is querying for. This is the same as the “class” we explained
in Section 2.1.1, so it will always be IN .

3. The type of information it wants about the domain — for example, the A record for the
domain. This type is called the query type or gtype.

These three items are clearly shown in the QUESTION SECTION of dig’s output:
$ dig @127.0.0.1 Idap.qupps.biz

;; QUESTION SECTION:
;Idap.qupps.biz. IN A

Now we’ll examine how a name server uses these items when it answers the query.

2.3 Resource records define information about a domain name

When you query a DNS server about a domain name, the server answers with pieces of
information of a particular type about that domain name; each separate piece is shown on
a line on its own in the one of the ANSWER, AUTHORITY, or ADDITIONAL sections of dig’s
output. Each piece describes one characteristic or resource of a node in the DNS tree, and is
stored in a separate record in the the server’s zone data file or database, so it’s known as a
resource record (RR). A zone file is just the set of all the resource records for the zone.

You can consider resource records from a slightly different perspective. Above we im-
plicitly assumed that the resource records in the zone file just describe nodes in the tree that
somehow exist in their own right. In fact, the resource records define the nodes in the tree
(Figure 2.1), as well as containing descriptive information about them. If a node doesn’t
appear in the zone file of the server that’s authoritative for the zone, then the node doesn’t
exist in the DNS tree.

To see how this works, consider dig querying for a particular type of information, Mx say,
about qupps.biz. quppz.biz’s authoritative server receives the query, and checks its zone data
as follows:

e If the server isn’t authoritative for qupps.biz, the server returns an error code “I can’t
serve this” in the reply. You can recognize this because dig shows status:REFUSED
in its output.

¢ If the domain qupps.biz doesn’t exist, i.e. qupps.biz has no RRs anywhere in the zone file,
the server returns an error code “non-existent domain” in the reply. You can recognize
this because dig shows status:NXDOMAIN in its output.

The NXDOMAIN indicates an authoritative negative answer (i.e. “Sorry, but this do-
main is non-existent”).

e If qupps.biz does exist, the server now looks in its database for records that match the
type specified in the query, Mx in this case:
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qupps.biz

® (root)

resource records
definining node
qupps.hiz

biz edu nl com
resource records
definining node
uk.qupps.biz

——— qupps

resource records
definining node
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www Idap1
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Figure 2.1: Resource records in the zone file define the nodes in the DNS tree

- If it finds any matching records, it returns them in the reply. dig shows them, one
per line, in its ANSWER SECTION, and also shows the number of ANSWERSs, in its
;; flags output line.

— If there are no matching records, the server returns a reply containing zero AN-
SWERS.

Even if there were no matching records, dig outputs status:NOERROR : the server
successfully found the requested domain, but it happened not to have any RRs of the
type we were interested in.

Now we're going to explain in detail the types of resource records you're likely to come
across, their contents, and what they are used for. But before we do that, we need to look at
the format that’s common to all resource records.

2.3.1 The format of a Resource Record
A resource record consists of five fields:

name  TTL  class  type  rdata

name The name of the domain that this resource record describes. This name is some-
times called an owner or the origin.
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If name has a trailing period (e.g. qupps.biz.), it is usually taken to be a fully qual-
ified domain name (FQDN, see Section 1.1.1). If you don’t include a trailing
period in name, it’s interpreted as “unqualified” — relative to the current zone
name. For example, in the qupps.biz file, the unqualified name mail is interpreted
as mail.qupps.biz. If you specify a name as mail.qupps.biz (without the trailing pe-
riod) in the qupps.biz zone file, it will be fully qualified for you, so the result will
be a domain mail.qupps.biz.qupps.biz., which is probably not what you wanted.

Different brands of DNS server handle the qualification of name differently: some
consider any name in the zone to be fully qualified, others don’t require the trailing
period. We discuss this wherever it is relevant.

In this chapter we fully qualify all domain names, for clarity. (Later on we relax
the rule, because it will become obvious to you when we mean fully-qualified.)

Note that if you omit the name, the record is a defined with the same name as the
previous record. We show you examples below.

TTL The “Time to Live” of the resource record, in seconds, i.e. how long this record is
valid for. It is primarily used by caching name servers to decide how long they
may cache the resource record for, before they discard it because it is out of date.

If you omit the TTL on a resource record, the zone’s TTL is used (i.e. the TTL of
the zone as defined in the Start of Authority record, see below).

class We already saw this in Section 2.1.1; this is always “IN”, for “Internet”.

type Specifies the kind of information this resource record describes, and has the same
meaning as the qtype of a query. You've seen type A records in the dig examples
(Section 2.1.2), and you're probably familiar with MXx and PTR records too. We
cover all the interesting types in the following sections.

rdata The data that describes the resource. The format and content of rdata are specific
to the record type. For example the rdata of an A resource record contains a single
IP address, whereas the rdata for an some other types contain multiple items, as
we’ll see later. Because the rdata field is the last field in a DNS resource, it’s often
referred to as the “right hand side”.

The above specifies the format of records as entered in the flat-text zone data files used
by the BIND and NSD servers. Some other servers can and do use other formats. However
the BIND server has been so closely involved with the growth of the Internet that many of the
DNS RFCs define standards in terms of BIND-specific syntax, and zones are often described
using BIND’s “zone master file” format. Consequently, you need to be familiar with this
format, and it’s what we use in the rest of this chapter. In later chapters, when covering
servers that use different formats, we give full details of those formats.

2.3.2 Resource record sets

We said that a server returns zero or more resource records in reply to a query, and that dig
displays these one per line. A single domain name, i.e. a node in the DNS tree, can have
multiple resource records of the same type, and all of them will be returned in the answer
to a query. For example, a multi-homed host (one with multiple network interfaces, each
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with its own IP address) will often have more than one A record, one for each IP address.
Querying for such a name with dig shows something like:

name TTL class  type rdata
www.qupps.biz. 3600 IN A 192.168.1.20
Www.qupps.biz. 600 IN A 10.0.12.1
www.qupps.biz. 1800 IN A 192.0.2.40
Www.qupps.biz. 3600 IN A 192.168.1.46

We expect the rdata, i.e. the IP addresses, to be different in each of the records, but note that
the TTLs can also differ, although the other three fields of all the RRs are the same. A set of
resource records with the same name, class and type is called a resource record set or RRset.

2.3.3 Resource records in detail
Address ( A) resource records

An Address (type A) resource record associates an IP address with a domain name. For many
nodes in the DNS tree, their single A record is the only entry in the zone file, so in these cases
it is the A record that both creates the node (i.e. the domain name or hostname) in the tree,
and gives it its IP address. The rdata portion of the record contains the single address in the
usual dotted-quad notation:

name TTL class  type rdata
Www.qupps.biz. 3600 IN A 192.168.1.20

A node can have more than one A record, as we saw for a multi-homed host, above. In such
cases, you just add as many A records as necessary for that domain in your zone file. (And
what would the resulting group of records be called? Right: a resource record set.)

Mail Exchanger ( mx) resource records

When you e-mail alexi@qupps.biz  , your e-mail server (or your ISP’s e-mail server) must
send it to “qupps.biz’s e-mail server”. How does your server find out which server that is, or
even whether qupps.biz have a server? That’s where MX records come in. Your e-mail server
queries the DNS for a Mail Exchanger resource record for the qupps.biz domain. Mail Ex-
changer records define which hosts are willing to receive (and subsequently ensure delivery
of) mail to qupps.biz. This might be one of qupps.biz’s own mail servers on the Internet, or
they might have arranged that their ISP’s server will receive and forward qupps.biz’s mail.
You can have multiple Mx records for a domain.

An MX’s rdata consists of two parts: a decimal preference number, and a domain name
of a host willing to accept e-mail for the domain. The host must be a hostname, not an IP
address: an IP address in an Mx record is illegal, and will cause conforming servers to ignore
that Mx record when they attempt to deliver mail. When there is more than one Mx record,
those with a low preference value will be used before those with a high preference. (If there’s
only one Mx record for the domain, the preference has no effect.) If you have two or more
records with the same preference, they are typically used in a pseudo-random order (i.e. the
sending mail server uses them on a “first come, first served” basis). The preference is also
called the priority.
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In the example below, two mail servers are willing to handle incoming mail for qupps.biz.
The host bigiron.qupps.biz is preferred (it has a lower preference value) over the mail server
at the ISP. (QUPPS want mail to be delivered to their own server when possible, but if their
server isn’t reachable, mail should be sent to their ISP — who will presumably deliver to
QUPPS later.)

name TTL class  type rdata
qupps.biz. 3600 IN MX 70 my-isp.example.net.
qupps.biz. 3600 IN MX 10 bigiron.qupps.biz.

We strongly recommend you choose preference values that are “far apart” (e.g. 10, 20,
30...or even 100, 200, 300. ..) rather than “close together” (1, 2, 3...). The reason is that you
can then easily “shove” another MX in between those, in case you have to quickly switch
mail servers.

Do note that Mail Exchanger records are not a panacea; you still have to correctly config-
ure your mail server to handle and accept incoming e-mail for domains you set up in Mail
Exchanger records.

Pointer ( PTR) resource records

A DNS client queries for a domain’s A record to get the address for that name; this is called
a forward lookup or forward query. A reverse query or inverse query is the opposite: it gets the
domain name for an IP address. Reverse queries are performed by querying for the Pointer
(PTR) resource record in a special domain called the in-addr.arpa domain. A client wishing
to determine the domain name of an IP address reverses the octets of the IP address, and
appends in-addr.arpa to form the domain name to query, and then it queries the DNS for a
PTR record for that domain. For example, to reverse lookup the address 192.168.1.20, the
name queried for is 20.1.168.192.in-addr.arpa:

name TTL class type  rdata
20.1.168.192.in-addr.arpa. 3600 IN PTR  www.qupps.biz.

With dig you use the -x option to query for a Pointer record, saving you from having to
reverse the address’s octets manually:

$ dig @127.0.01 -x 192.168.1.20

Because these resource records are in the in-addr.arpa domain and not in the qupps.biz
domain, your authoritative server must be configured for an in-addr.arpa zone, and that must
be delegated to it for reverse lookups to function (Chapter 18).

Forward and reverse queries

Many people think of two different types of queries, forward queries and reverse queries.
However, if you look at the Address (a) and Pointer (PTR) records we discussed above, you
see there is little difference in them:

® A forward query is one that performs name-to-address lookup, by querying the DNS
for an A resource record.

Copyright © UIT Cambridge Ltd. 2009. All rights reserved. For personal and noncommercial use only. Cheats will have fingers removed.



Chapter 2. How to represent zone data and where to store it 39

® A reverse query or inverse query is one which performs address-to-name lookup, by
querying the DNS for a PTR resource record.

Both of these search the DNS for a domain name: the difference is which domain is queried
— the domain you specified, or the in-addr.arpa domain.

Canonical name ( cNAME) resource records

CNAME records let you create an alias for a machine in your DNS. “CNAME” stands for
“canonical name” — the “real” or “official” name of a host. (This term is a little watery, because
basically any domain name with an A record is a canonical name.) Suppose you have a host
with an Address record of:

name TTL class  type  rdata
bigiron.qupps.biz. 3600 IN A 192.168.1.17

You can make that domain name available under different names by creating aliases for it:

name TTL class  type rdata
imapserver.qupps.biz. 3600 IN CNAME  bigiron.qupps.biz.
webserver.qupps.biz. 3600 IN CNAME bigiron.qupps.biz.

In the example above, bigiron.qupps.biz is the canonical name, and imapserver.qupps.biz and
webserver.qupps.biz are aliases for it.

When a server is queried for a domain name and finds a cNAME for that name, the server
replaces the name with the canonical (“real”) name and looks up the new name instead,
repeating this step as often as needed until the server finds an A record rather than a CNAME,
and it replies with the canonical names, and the A records of those names. For example, a
query of webserver.qupps.biz results in:

$ dig webserver.qupps.biz.
;v ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9628

;v flags: gr aa rd; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDITIO NAL: 2
;; ANSWER SECTION:

webserver.qupps.biz. 3600 IN CNAME bigiron.qupps.biz.
bigiron.qupps.biz. 86400 IN A 192.168.1.17

Common uses of CNAME records are:
¢ To give “nicer-looking” names to hosts.

* The extra level of indirection allows you to easily migrate webserver.qupps.biz to a dif-
ferent host without any reconfiguration of the hosts. If you change the cNAME of web-
server.qupps.biz to point at bigtank.qupps.biz, all your clients would subsequently con-
nect to the bigtank host.

e To have a number of web sites (www.example.net, www.qupps.biz, www.example.org) all
reside on a single machine but give the impression that they are different machines.

® To create host names that represent different services, even though they (currently)
run on a single host. Suppose you are starting off small and have a single machine

Copyright © UIT Cambridge Ltd. 2009. All rights reserved. For personal and noncommercial use only. Cheats will have fingers removed.



40 Alternative DNS Servers — Jan-Piet Mens

running mail services (SMTP, POP3, IMAP, LDAP) as well as a Web server, you create
CNAME records for each of these services, which point to your host smallbox:

name TTL class type rdata
smallbox.qupps.biz. 3600 IN A 192.168.1.44
qupps.biz. 3600 MX 10 smallbox.qupps.biz.
pop3.qupps.biz. 3600 IN CNAME smallbox.qupps.biz.
imap.qupps.biz. 3600 IN CNAME smallbox.qupps.biz.
www.qupps.biz. 3600 IN CNAME smallbox.qupps.biz.
Idap.qupps.biz. 3600 IN CNAME smallbox.qupps.biz.

After some time, you realize that your Web server is very popular, and you decide
to migrate it onto larger hardware. You acquire new hardware, give the machine a
canonical name (newerbox) and get your Web server running. As soon as you have
completed that task, you change your DNS and have the cNAME for www.qupps.biz
point to the new box. We highlight the changes to your zone’s data in bold:

name TTL class type rdata
smallbox.qupps.biz. 3600 IN A 192.168.1.44
newerbox.qupps.biz. 3600 IN A 192.168.1.46

qupps.biz. 3600 MX 10 smallbox.qupps.biz.
pop3.qupps.biz. 3600 IN CNAME smallbox.qupps.biz.
imap.qupps.biz. 3600 IN CNAME smallbox.qupps.biz.
www.qupps.biz. 3600 IN CNAME  newerbox .qupps.biz.
Idap.qupps.biz. 3600 IN CNAME smallbox.qupps.biz.

There are some things you must note about CNAME records:
® RFC 1034 explicitly states:
Ifa CNAME RR is present at a node, no other data should be present

For example, if you have a cNAME for host printer.example.net aliased to anything, then
printer.example.net must not have any other DNS resource records associated with it?.
This is a source of woe for many an administrator, and it is something you must look
out for.

* You should never use the new alias in the rdata portion of a record - i.e. never put it
on the right-hand-side of a resource record. In other words, the new alias webserver
we created above must never be on the right hand side of a resource record; only place
the canonical name there.

e For the same reason, an alias must not be used in a Name Server (page 43) or a Mail
Exchanger record. (Using CNAMEs in MX records is a very common mistake.)

* You can use Address (A) records instead of CNAME records at any time. In fact, as they
save the server from performing a level of indirection (searching for the Address of
the canonical name), they are actually “faster”.

2RFC 4034 allows for one exception to the rule: a resource of type RRSIG may coexist with a CNAME resource record.
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The Start of Authority ( soa) resource records

The Start of Authority resource record can be thought of as a “header” for a zone. It contains
management data, such as the e-mail address of the zone maintainer. It is called Start of
Authority because it specifies the server which provides authoritative information about an
Internet domain.

Every DNS zone must have exactly one soA resource record. (There are brands of name
servers that create a zone’s soA record automatically, without you having to explicitly enter
it, but the end result is the same — the zone has an soa.) The TTL of the soA record defines the
Time to Live for all records in a zone which don’t override the sOA’s TTL. In other words, you
can set a TTL on the soA record and “forget” about setting individual TTLs on each record.

The soa record’s rdata format differs from most other RRs. There are two different for-
mats for expressing the same information:

¢ A single line, containing whitespace- separated values, as in:

example.com. 3600 IN SOA dns.example.com. hostmaster.exa mple.com. «
2007122401 86400 7200 3600000 172800

e Multiple lines, with each value on its own line, but with the set of values enclosed in
parentheses (which is how a program recognizes this format), as in:

example.com. 3600 IN SOA dns.example.com. hostmaster.exa mple.com. (
2007122401 ; serial YYYYMMDDnn
86400 ; refresh (24 hours)
7200 ; retry (2 hours)
3600000 ; expire (1000 hours)
172800 ) ; minimum ( 2 days)

Most of the values in the Start of Authority record are necessary for the management of
slave servers. You recall from Chapter 1, that a slave server “periodically” queries its master
server whether the zone data has changed, in order to initiate a zone transfer if it has. The
fields within the soa define how often this check is performed.

The Start of Authority resource has the following seven values associated with it:

mname The mname is the name of the primary master name server for the zone. It is
relevant only for Dynamic DNS updates; we discuss it in Chapter 19.

rname The rname is the e-mail address of the person responsible for the zone. Re-
place the “at” character (@ in the e-mail address by a period.

Good practice, recommended in RFC 2142, is to define (and maintain) a ded-
icated mail alias “hostmaster” for DNS operations, and ensure that that ad-
dress is monitored. (Unfortunately, hostmaster addresses, like postmaster
addresses, are a good target for spammers. The only thing you can do to
avoid this spam is run a good spam filter.)

serial The serial number is an integer value that represents the “version number”
of a zone. In practice, the serial number is often represented as a date in
“YYYYMMDD” format with an additional “version per day” which caters
for more than one modification in a day, as in:
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2008052801

but you might prefer to start your serial numbers at 1 and simply increment
them every time you modify a resource in your zone. Another format often
encountered is the UNIX time (the number of elapsed seconds since the 1st of
January 1970 at 00:00:00 UTC).

The serial number is important when you provide the zone to slave servers
using AXFR zone transfer. Slaves use the serial number to detect whether a
zone has changed, so they can initiate a zone transfer if required. The slave
checks whether the current serial is greater than the last time it checked; if
so, the zone file has changed. If you forget to increase the serial number when
you add, delete or update any record in the zone, the slave will think the zone
is unmodified, and will not transfer it; the slave will then be out of sync with
the master.

If you don’t provide the zone to slave servers, or if you have more than one
primary server that uses native database replication to transfer zone data,
then the serial number is never used for anything. Even so, we recommend
that you always update it when you modify the zone, if only as an indication
to yourself that you have modified the zone’s data.

The refresh value — the time, in seconds, after which a slave server should
check with the master server whether the serial number in the zone’s soA has
changed, to decide if the slave should initiate a zone transfer.

If a slave server failed to contact the zone’s master (e.g. because it was down
for maintenance, or because of a network failure), the slave will try again
every retry seconds. It will continue do so at retry intervals until the expiry
time (expire) has elapsed (see next item).

The time in seconds after which a zone is expired, i.e. the zone’s data is too
old to be of any value. A slave will not answer queries for a zone that has
expired.

There are differing opinions as to how long the expiry time should be set; we
recommend you set it to a very long period to cater for network outages that
might last more than a week.

The minimum field has had a number of different meanings in the past, but
RFC 2308 (Negative Caching of DNS Queries) has obsoleted those, and now de-
fines minimum to be how long, in seconds, that a (caching) name server may
cache a negative answer returned for a query. (In other words, minimum is
the Time to Live for a NXDOMAIN answetr.)

Note that the serial number as well as the refresh, retry, and expire times, are all defined in the
zone database on the primary server, but they are used by the secondary or slave server to
determine when and how often to perform an incoming zone transfer for the zone.

The refresh and retry values affect zone maintenance and have to be negotiated between
zone maintainer and secondary service operators. Modern DNS servers implement the NO-
TIFY protocol making these values less important, but if notifications are neither available
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nor implemented or perhaps even get lost in transit, the slave server will attempt to transfer
the zone automatically. We recommend you use soa values as in the examples above.

Name Server ( Ns) resource records

The resolution example in Section 1.1.4 showed a series of authoritative name servers being
queried in turn, to obtain the final answer for a query. The root server had delegated .biz to
the .biz servers, which in turn delegated qupps.biz to QUPPS. Delegation is implemented by
means of Name Server (Ns) resource records. The zone file on the parent server contains, in
Ns records, the addresses of the name servers that the child domain is delegated to (i.e. the
Ns records contain the names of the servers authoritative for the child domain). Figure 2.2
shows the three delegations from the root to es.qupps.biz.

There can, and should, be more than one Name Server resource record in a zone, each
containing the host name of a different authoritative server. As we said in Section 1.2.2, you
typically want to create resilience for your name servers, and there are DNS registries that
insist on having more than one name server (e.g. the DENIC in Germany).

The name server specified in an Ns record must be a canonical name (i.e. a real hostname
as you define with an A RR), not an IP address or an alias.

name TTL class  type rdata
qupps.biz. 3600 IN NS nsl.qupps.biz.
qupps.biz. 3600 IN NS dns.my-isp.example.net.

.l isdelegatedto  Ns4.nic.nl, ... biz domain delegated with
root server's | -Dizisdatgatedtoa.qtid.biz __—biz. 172800 IN NS A.GTLD.biz.

.UK  isdelegatedto ns1.nic.uk, ...

J qupps.biz domain
- - delegated to QUPPS, with
) .qupps.biz s defegated to ns1.qupps.biz, ... qupps.biz. 7200 IN NS ns1.qupps.biz.
a.gtld.biz's | .google.biz s delegated to  ns4.google.com, ... /
database | ...
.cnn.biz is delegated o TWDNS-03.NS.AOL.COM, ...

»
WWw.qupps.biz 192.168.1.20
ns1.qupps. biz's ns1.qupps.biz 192.168.1.20
database
s.qupps.biz 192.168.1.44

Figure 2.2: How Ns resource records are used to delegate sub-domains

If a zone contains an Ns record for, say ns9.example.com, but that name server does not
exist, or does not answer authoritatively for the zone, you have what is called a lame delega-
tion. You have wrongly delegated authority to a name server that isn’t (or doesn’t believe it
is) authoritative for the zone.
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Text (TxT) resource records

A Text (TXT) resource record contains arbitrary text strings with a total length of less than 256
characters.

name TTL class  type rdata

qupps.biz. 3600 TXT  "contact Fred for details"
t.qupps.biz. 3600 TXT  one two three
X.qupps.biz. 3600 TXT "had a little" "lamb"

Strings in text records are typically specified within double quotes as in the first example
above. If you omit the quotes, each white-space separated word is quoted in the DNS reply.
The following examples show the results of queries on the TXT records defined above:

$ dig @127.0.0.1 qupps.biz txt
;; ANSWER SECTION:
qupps.biz. 3600 IN  TXT "contact Fred for details"

$ dig @127.0.0.1 t.qupps.biz txt
;» ANSWER SECTION:
t.qupps.biz. 3600 IN  TXT "one" "two" "three"

$ dig @127.0.0.1 x.qupps.biz txt
;7 ANSWER SECTION:
X.qupps.biz. 3600 IN TXT "had a little" "lamb"

You can use TXT resource records for all sorts of things (Section G.1) but do remember,
that anyone who can query your DNS can see your TXT records, so make sure they don’t
contain confidential or security-related information.

Service ( srRv) resource records

SRV (Service) records let applications query the DNS to find the server(s) providing a particu-
lar service. For example, suppose you have three LDAP servers called Idap1, Idap5 and Idap7.
Normally you’d configure your LDAP client by specifying the hostnames and TCP port
numbers of each of the three servers servers. However, using DNS srv records, you define a
domain name, _Idap._tcp and in this domain create three srvs, one for each of Idapl, Idap5 and
Idap7. (The name _service._protocol is a convention.) A client that supports srv records then
queries domain _Idap_tcp for srv records, and gets the three server names as answer.
The format of the RR is

_service._ proto. name ttl class SRV priority weight port target
The rdata for srv records contains:

service service is the symbolic name of the desired service, such as ldap or http . An
underscore (“.”) is prepended to the service identifier to avoid collisions with
existing DNS names you may have defined.

proto proto is the symbolic name of the desired protocol (i.e. “tcp ” or “udp”) with an
underscore prepended to it.

name name is the domain name.
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priority indicates the order in which this host should be used, in the same way mx uses
its own preference field.

weight The weight field specifies a relative weight for entries with the same priority. If
you have two srRv records with the same priority, you might specify 60 as the
weight for the first and 40 for the weight of the second RR. This would cause
the first target (see below) to be used 60% of the time and the second target to
be used for 40% of the requests. If there is only one srv record for a domain, it
should use a weight of zero.

port The TCP or UDP port number of the service on the target host.

target The domain name of the target host. This must be a canonical name, not an alias
or an Address, i.e. the domain name must have at least one Address (A) record.
If target contains a single period (. ), the service is explicitly not available at the
domain, but you may well have other srv records for the same service pointing
to other targets.

Here’s an example that lets clients who want to connect to an LDAP server over TCP
find our three LDAP servers.

name TTL class  type rdata

Idapl.qupps.biz. 3600 IN A 192.168.2.31
Idap5.qupps.biz. 3600 IN A 192.168.2.35
Idap7.qupps.biz. 3600 IN A 192.168.2.37

_Idap. _tcp.qupps.biz. 3600 IN SRV 30 0 389 Idapl.qupps.biz.
_Idap. _tcp.qupps.biz. 3600 IN SRV 30 0 389 Idap5.qupps.biz.
_Idap. _tcp.qupps.biz. 3600 IN SRV 30 0 389 Idap7.qupps.biz.

A srv-conforming client that wants to discover an LDAP directory server and speak to
it via TCP, would perform a query for _dap._tcp.qupps.biz with a query type of srv. As we've
specified the same priority for all three it will use one of the servers at random.

Unfortunately, DNS srv records are catching on only slowly. The Name Service Switch
(NSS), which we discuss in Chapter 20 uses them, and recent versions of Microsoft Windows
use them extensively.

That concludes our discussion of the individual resource records. In the next section we

show how you gather all these individual records together to form a correctly-constructed
zone file.

2.4 Creating zones from resource records

So we now have a bunch of typical DNS records, but what do we do with them? We use the
records described earlier to create a zone. As we said in Section 2.3.1, the record syntax we
have used so far is what BIND and NSD use for zone files, so the rest of this chapter will use
the same syntax. Other servers use different formats, which we explain fully when dealing
with those servers, but the following illustrates the basic principles in constructing a zone,
no matter which brand of server you're using.
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2.4.1 Define a minimal zone

A zone must contain at least a Start of Authority (soA) resource record, so you can define a
full zone by creating just that. Some brands of name server (e.g. BIND) require that a zone
also contain Ns records, so we add one of these as well.

name TTL  class type  rdata
qupps.biz. 3600 IN SOA dns.qupps.biz.  jp.foo.bar. 1 86400 7 200 3600 1800
qupps.biz. 3600 IN NS dns.qupps.biz.

Although this zone can be loaded by a name server, it’s not very useful:

¢ The soa defines the mname to be dns.qupps.biz, but there is no such address defined in
the zone.

¢ We have defined a Name Server (Ns) record for the zone, but we don’t have an Address

for it.

2.4.2 A more realistic “minimal” zone

One of the name servers is our own, so we add an Address (a) record for that. The other
name server is located at our ISP and they have set up an A record for my-isp.example.net.

name TTL class type rdata

qupps.biz. 3600 IN SOA dns.qupps.biz. jp.foo.bar. 2 86400 7 200 3600 1800
qupps.biz. 3600 IN NS  dns.qupps.biz.

qupps.biz. 3600 IN NS my-isp.example.net.

dns.qupps.biz. 3600 IN A 192.168.1.20

2.4.3 Add desktop hosts, and Web and e-mail servers

The zone we defined above still isn’t very useful. Let’s make it more realistic:

¢ We have several hosts we want to access by name, so we add A records for them:

name TTL class type rdata

nsl.qupps.biz. 3600 IN A 192.168.1.20
pcl.qupps.biz. 3600 IN A 192.168.1.18
Idap.qupps.biz. 3600 IN A 192.168.1.164

Note that we now have two hostnames (ns1 and dns) with the same IP address; that is
perfectly legal.

e We also want to have a neat name for our Web server, but we don’t have a separate
machine for it — it currently runs on 192.168.1.164. We could add an Address () record
for it, but we’ll do it with an Alias (CNAME), because that better reflects the real config-
uration of our network:

name TTL class type  rdata
www.qupps.biz. 3600 IN CNAME Idap.qupps.biz.

Copyright © UIT Cambridge Ltd. 2009. All rights reserved. For personal and noncommercial use only. Cheats will have fingers removed.



Chapter 2. How to represent zone data and where to store it 47

e Our mail server software has also been installed on the same machine as the Web
server. We want the world to know we can receive mail on this, so we add an Mmx for

1t:
name TTL class type  rdata
qupps.biz. 3600 IN MX 100 Idap.qupps.biz.
Note:

— We have to use the host’s canonical name and we must not use the newly created
Alias (www) on the Mail Exchanger (Mx) record.

— The right hand side of the record (i.e. the rdata field) must not contain an IP ad-
dress.

— As we only have one server capable of accepting e-mail, the preference value is
irrelevant at this point.

2.4.4 Add areverse zone

So far, our zone lets people query to find the address of our named hosts. For example,
dig pcl.qupps.biz. will return 192.168.1.18. We would also like to be able to query an
IP address to get its name: i.e. we’d like to be able to dig -x 192.168.1.18 and get the
answer pcl.qupps.biz. To do this we must set up a reverse zone.

The real difference between a “forward” and a “reverse” or inverse zone is the domain
name you use, both in the query and the zone file. In Section 2.3.3 we explained address-
to-name lookups query for the reversed IP address octets in the in-addr.arpa domain. The
address space allocated to our domain qupps.biz is 192.168.1/24, so we have to set up a zone
file for 1.168.192.in-addr.arpa. We are assuming that a delegation to our domain has already
been set up. (Remember that being authoritative means that we have configured our name
servers correctly and that a delegation to our zone exists.) We set up the zone file as follows:

1 $ORIGIN .
> $TTL 86400 ; 86400 seconds = 1 day
3 1.168.192.in-addr.arpa IN SOA nsl.qupps.biz. hostmaster .mens.de. (
4 200612688 ; serial
5 28800 ; refresh (8 hours)
6 14400 ; retry (4 hours)
7 3600 ; expire (5 weeks 6 days 16 hours)
8 86400 ; minimum (1 day)
9
)
10 NS nsl.qupps.biz.
11
12 20.1.168.192.in-addr.arpa. PTR nsl.qupps.biz.

13 17.1.168.192.in-addr.arpa. 3600 PTR bigiron.qupps.biz.

15 $ORIGIN 1.168.192.in-addr.arpa.
16 51 PTR dom.mens.de.

There are several points to note:

* The first two lines contain special directives which are typical of zone master files:
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$ORIGIN This takes a string as argument. It defines the “origin” for the zone file:
all names within the file have the string automatically appended unless
they are FQDNEs, i.e. unless you ended them with a period. The third line
above (1.168.192.in-addr.arpa) is not fully qualified, so the origin (which
we specified to be “. 7, qualifies it, giving 1.168.192.in-addr.arpa. (quali-
fied with a terminating period). On line 15 we change the origin, and as

a result the name 51 on line 16 is interpreted as 51.1.168.192.in-addr.arpa..

$TTL The Time To Live in this directive specifies a default TTL for each resource
record in the file. You can override the TTL for a record, as we have done
for the PTR to bigiron on line 13.

The Name Server (Ns) record on line 10 appears not to have a name associated with
it, but it has: as we said on page 36, if you omit name, it defaults to the last one used,
1.168.192.in-addr.arpa. in this case.

On line 16 we have a Pointer to a domain name (dom.mens.de) that doesn’t belong to
us. Is that allowed? Yes, itis. Since you are authoritative for the inverse zone 192.168.1,
you can create whatever records you think necessary.

Inconsistencies

You will note that there are several inconsistencies in the two zones we created above for
qupps.biz and for 1.168.192.in-addr.arpa:

¢ The serial numbers in the soA records don’t match. That is quite normal and they do

not have to match; you may have updated one file more often than the other.

We have a records with no matching Pointers (PTR). The DNS standards don’t demand
that you have matching pairs, although you will probably want to.

Because the forward and reverse domains are handled with two completely separate
zone files, if you are going to have matched forward/reverse zones, you will usually
have to do it “manually” yourself - by editing one file to take account of any changes
you make in the other. (However, the MaraDNS and tinydns servers do manage this
automatically for you, and we will discuss easy ways to keep forward/reverse zones
in sync on other brands of name server.)

Notes on master file syntax

* There is no specific order in which resource records must appear in a master zone file.

You can put them in any order, but resource records in zone master files are typically
ordered as shown in our examples.

¢ The master file can contain a domain named * (asterisk):

name TTL class type  rdata
* 3600 IN CNAME bigiron.qupps.biz.

Copyright © UIT Cambridge Ltd. 2009. All rights reserved. For personal and noncommercial use only. Cheats will have fingers removed.



Chapter 2. How to represent zone data and where to store it 49

This is a wild card for the domain. A query for any domain name, in this zone, that has
no explicit record in the zone file, is matched by the wild card. For example, a request
for the domain frobizz.qupps.biz would receive the CNAME record as answer.

* A semi-colon (; ) indicates a comment. Comments can start anywhere on a line and
continue until the end of the line.

2.5 How and where zone data is stored

An authoritative name server has to store its definition of zones and resource records some-
where, so it can access the data when it needs it, to respond to incoming DNS queries. There
are two ways to store zone data:

1. In flat files on the local file system. We can sub-divide this classification according to
the syntax used in the zone file:

(a) Zone master files, used by BIND, NSD, and PowerDNS (with the BIND back-end).
As we said, the format of resource records we showed you in the earlier sections
is zone master file format.

(b) Program-specific file format. Instead of using master-file format, the program’s
author has defined his own. (As master file syntax is messy, defining a simpler
but equivalent representation for the data is a good idea.)

MaraDNS uses a text format similar to that of a zone master file with a number
of shortcuts. tinydns uses a text format consisting of lines with colon-separated
fields. We’ll describe each format in detail when we come to it.

2. In external databases or directories.

In the rest of this chapter we look at the advantages and disadvantages of the two ap-
proaches, and give an overview of what’s involved in using back-end databases or direc-
tories.

2.5.1 Advantages and disadvantages of text files for zone data

Good reasons for storing zone data in text files include:

* You can enter or modify zone data using any text editor. No special-purpose data
maintenance program has to be developed, ported to different platforms, and main-
tained.

* Plain text files are easy to maintain and to store. They can be put into a version control
system for tracking changes and alterations.

¢ Plain text files are easily transferred over networks by e-mail or by using tools like
rsync, rdist, scp (but this applies to any type of file really).
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¢ Plain text files can easily be generated from other sources of data. We discussed above
how you might use dig to get answers to DNS queries which you store in master zone
files.

You might also be interested in storing your zone data in an SQL database and gener-
ating zone text files from that; we discuss that in Chapter 19.

On the other hand, storing zone data in text files has downsides:

* All the text formats for zone files have complicated syntax. It’s easy to make errors —
e.g. by omitting a punctuation or separator character — that render a zone useless and
prevent it being processed by the name server.

* Many text editors don’t lock the file you are editing, so you could inadvertently undo
or overwrite a modification recently performed on the same file by a colleague.

¢ File-locking issues make it difficult to implement tools that allow several administra-
tors to update zone data simultaneously.

* Replication of text files from one machine to another, though easy, has to be imple-
mented on a case-by-case basis.

For these reasons, you might either choose a brand of name server that doesn’t use text
files, or even if your server does use text files, store the definitive copy of your zone data in
some other way, and then automatically generate the text file with a suitable program.

2.5.2 Zone data in databases and directories

As we said, the alternative to storing zone data in text files is to use some form of back-end
data store instead. The two commonly-used back-ends are: Relational Database Manage-
ment Systems (RDBMS), also called SQL databases, and LDAP directory servers. Reasons
for using a back end include:

* You may already have integrated a lot of your infrastructure into an SQL database
or an LDAP directory. For example, it’s very common to use an LDAP directory to
store e-mail addresses of all employees and clients, configuration data, etc. Tying in
your DNS system with this makes sense (Microsoft Windows does this with Active
Directory.)

¢ Using a data source separate from your DNS server can reduce duplication and ease
your maintenance tasks. If you intend to (or already have) data such as e-mail ad-
dresses, host configuration, etc. in your LDAP directory or database, adding DNS data
to it keeps all this diverse data centralized, and you can use the same management
tools and backup procedures to handle it.

* You can automate addition and modification of DNS records in a way that isn’t pos-
sible (without a lot of fancy work) using zone master files. (We discuss this further in
Section 2.5.5.)

On the other hand:

Copyright © UIT Cambridge Ltd. 2009. All rights reserved. For personal and noncommercial use only. Cheats will have fingers removed.



Chapter 2. How to represent zone data and where to store it 51

® An external database means you have to learn about it. If you want to store zone
data in an LDAP directory, you need to know about that directory, how to manage it,
how to add entries to it, etc. Similarly, if you want to use an SQL database, you will
need to have an understanding of SQL, you will need to learn how to manage the SQL
database, create backups, etc. We show you how to implement an LDAP directory
server in Appendix A.

* Anexternal database adds an extra level of software to your DNS infrastructure, which
needs to be maintained and cared for, and it makes your setup more complex.

¢ Using an external data source will not make your DNS servers answer queries faster.

¢ Unfortunately, there is no standard for how to represent DNS resource records in
databases or LDAP directories. There are several different methods to choose from.
We recommend you consider this carefully when planning your implementation, as
moving from one brand of DNS server to another might involve changing the format
of all the data in your back-end.

Now we’ll consider what’s involved in using, first, an SQL back-end, and then, an LDAP
back-end.

2.5.3 SQL databases

Next to ordinary file systems, relational database management systems (RDBMS) are the
most common data storage technology today, and have been for the last 30 years. RDBMS
have become even more popular with the advent of GNU/Linux and FreeBSD systems
which come with the MySQL and PostgreSQL databases more or less as standard. An ad-
vantage of SQL databases over LDAP directories is that many SQL systems support atomic
transactions, making it possible to roll back out of a mass-update gone wrong.

DNS resource records are represented differently in an SQL database than in a text-file,
although the information content is equivalent. A zone is represented by one or more rows of
data in one or more database tables. Individual components of a resource record are usually
contained in different columns of a row. The database schema that is used is defined by the
DNS server’s author. We will explain the format when we discuss the brands of name server
that support SQL.

Databases supported by DNS servers

* MySQL and PostgreSQL are supported by: MyDNS, BIND SDB, Bind DLZ, and PowerDNS.

¢ PowerDNS’ OpenDBX back-end supports a number of database systems, including Fire-
bird, Interbase, Sybase, Oracle and SQLite.

* PowerDNS has a (deprecated) DB2 back-end.
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Replication of zone data stored in an SQL back-end

It is imperative to ensure that more than one name server doesn’t access only one database
back-end or you would create a single point of failure: if your database server collapsed, all
your DNS servers accessing it would be left without a data store. You should use database
replication to ensure timely duplication of data from your single master database to one
or more slave databases (Figure 2.3). MySQL possibly has a small advantage over Post-
greSQL because MySQL has replication built in, whereas with PostgreSQL you need add-
ons such as Slony-I (see http://slony.info/ ) or pgpool-Il (see http://pgpool.projects.
postgresgl.org/ ).

Incoming DNS
queries
DNS server retrieves
zone data from
SQL database
7 4 L4
\ DNS | DNS DNS
for resilience, each
DNS server uses its ~_
own SQL slave server SQL SQL SaL

\\\ )& your LAN

SQL master replicates to
SQL several SQL slave servers. MySQL
has built-in support for replication

Figure 2.3: Database replication ensures resilience

Figure 2.3 shows each DNS server accessing its own database server, but we recommend
you keep the data as close as possible to the DNS server (from a network point of view)
and that you deploy both the DNS name server and its SQL database server on the same
machine (Figure 2.4).

Manipulating records in an SQL database

There are several ways to add, update or delete records in an SQL database:

* Most SQL databases have a command-line interface that let you submit SQL state-
ments to manipulate data. MySQL has the mysgl program; PostgreSQL has psq|.

* MySQL provides the MySQL Administrator and MySQL Query browser tools. A good Web-
based utility is phpMyAdmin (see http://www.phpmyadmin.net ).

e For PostgreSQL, pgAdmin Ill is a cross-platform administration tool, and PhpPgAdmin is
a Web-based administration tool (see http://phppgadmin.sourceforge.net/ ).
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Figure 2.4: Database server and SQL server on one machine

2.5.4 LDAP Directories

Many organizations integrate their configuration data, and security data for authentication
and authorization services, into a single, consolidated, data store in the form of an LDAP
directory. The LDAP directory is then the single point from which all this data is managed.
In such environments it makes sense to store the DNS resource records in the same LDAP
directory.

In an LDAP directory, a DNS zone is represented as one or more entries. Each entry
contains several attribute types, each representing a specific DNS resource record. (If you
are new to LDAP, or want to refresh your memory, we discuss these terms in Appendix A.)

DNS servers that support LDAP

The following name servers can store zone data in LDAP directories: BIND SDB, Bind DLZ,
PowerDNS, and Idapdns.

Microsoft Windows DNS Server can be made to store zone data in Active Directory. (Al-
though Active Directory is accessible via LDAP, the format of the entries containing DNS
resources is undocumented, which means you cannot manipulate DNS zone data in an Ac-
tive Directory via LDAP.)

Choice of LDAP directory servers

If you already have a directory server, such as Novell eDirectory, Microsoft Active Direc-
tory or similar, you will use that. If you don’t yet have a directory server, we recommend
OpenLDAP, an Open Source implementation of an LDAP directory server and associated
programming libraries and utilities (see http://www.openldap.org ). We show you in Ap-
pendix A how you acquire, install and configure a ready-built package 